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for the transparent use of evidence in government decision-making in Canada. We believe that we
all benefit when governments make policy decisions informed by the best available evidence.

This case study aims to empower the voice of the science community in public policy and cultivate
public demand for evidence-informed decision-making in Canada.
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List of Key Terms

Artificial intelligence: A diverse range of technologies that are self-learning, adaptive systems.
Chatbot: A software application or internet interface designed to converse via text or speech.
Contrarian: A person who opposes or rejects popular opinion or current practice.
Disinformation: False information that is deliberately intended to mislead and cause harms.

Evidence: Facts or other verifiable information that indicate whether a statement, belief or
proposition is valid.

Generative artificial intelligence (GAI): A subset of artificial intelligence that focuses on creating
new content (such as text, images, music or even entire websites) without direct human input.

Misinformation: False information that is shared without the deliberate intention of misleading.

News Desert: A community or region with limited or non-existent access to credible, quality local
news and information.
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INTRODUCTION & BACKGROUND

Municipalities play a crucial role in combatting climate change, with urban areas now home to more
than 50% of the world’s population. In Canada, an estimated 82% of the population lives in urban
areas’. This population density means that urban areas are both a major source of greenhouse gas
(GHG) emissions, and highly vulnerable to climate-related disasters.

In Canada, municipalities oversee many policy areas that can impact climate change preparation and
mitigation; these include decisions around land use, building, transportation, and waste
management, among other areas’. Municipalities operate infrastructure that may be damaged by
extreme weather events, or may need to be adapted to a changing climate. Municipalities also offer
services to those affected by climate-related events; for example, shelter for those displaced by
wildfires or floods, or cooling centres during extreme heat for vulnerable groups who lack access to
adequately cooled living spaces.

Canadian municipalities operate in a challenging multi-level system where other levels of
government may have jurisdiction over areas including energy regulation, building codes, or
transportation and infrastructure planning® . Cities often must request funding for major projects
from other levels of government or adhere to regulations set by them. However, given their direct
connection with climate-impacted communities, cities’ own climate plans often tend to be more
ambitious than those of higher jurisdictions. In recent years, it has become common for
municipalities to declare climate emergencies, which function as advocacy and communication tools
that make the case for focusing attention and resources on climate issues, and may articulate a city’s
own priorities in areas that fall under the jurisdiction of higher levels of government*. Municipalities
have also built capacity and alliances with their counterparts in other regions by joining
organizations, such as the Global Covenant of Mayors for Climate & Energy (GCoM) and ICLEI: Local
Governments for Sustainability’, two international organizations that offer tools and resources to
help cities tackle climate change and other environmental challenges.

While fossil fuel lobbying and disinformation efforts targeting higher levels of government are well
documented®, municipal governments are also targeted by anti-climate change actors, with
disinformation tactics as a preferred tool. Generative artificial intelligence (GAl) is a new and
concerning source of misinformation and disinformation on climate change, with its potential to be

1 Our World in Data, ‘Share of the Population Living in Urban Areas, 2025’, Data - Share of Population Residing in Urban Areas, 17 January 2024,
https://ourworldindata.org/grapher/urban-population-share-2050.

2 Elliott Cappell et al., The Municipal Role in Climate Policy — IMFG, Who Does What (Institute on Municipal Finance and Governance, 2022), 20,
https://imfg.org/report/climate-policy/; Sarah Laframboise et al., “A Researcher’s Guide to Municipal Advocacy: Tools and Tactics for Engaging Local

Governments with Science,” Evidence for Democracy, June 2022.

3 Laframboise et al., “A Researcher’s Guide to Municipal Advocacy: Tools and Tactics for Engaging Local Governments with Science.”

4 Global Covenant of Mayors for Climate and Energy, “Who We Are”, https://www.globalcovenantofmayors.org/who-we-are/

5 ICLEI, “About ICLEI”, https://iclei.org/about _iclei 2/

6 Nancy Cole et al., The Fossil Fuel Industry and Colorado | Union of Concerned Scientists (n.d.), accessed November 24, 2025,

https://www.ucs.org/resources/colorado-fossil-fuel-industry-disinformation; Geoff Dembicki, The Petroleum Papers: Inside the Far-Right Conspiracy
to Cover Up Climate Change (Greystone Books, 2022); Alice McCarthy, “Exxon Scientists Predicted Global Warming with ‘shocking Skill and Accuracy,’
Harvard Researchers Say,” Harvard Gazette, January 12, 2023, https://news.harvard.edu/gazette/story/2023/01/harvard-led-analysis-finds-

exxonmobil-internal-research-accurately-predicted-climate-change/.
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weaponized at scale to persuade the public and political actors that climate change is not a threat,
or even that it’s a hoax or a conspiracy. GAl can also be used to finesse messaging opposed to
climate action, making it more appealing to moderate audiences who may not necessarily be
climate change deniers. This case study describes an example of how GAl-created climate
misinformation narratives are being deployed to persuade municipal governments in Canada to

resist action on climate change and to withdraw from initiatives focused on reducing greenhouse
gas emissions.
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PROBLEM RECOGNITION & CONTEXT
SOCIAL, POLITICAL, AND TECHNOLOGICAL CONTEXT

In June 2025, Canada’s National Observer reported on a town council debate’ in Cochrane, Alberta,
about withdrawing from the net-zero framework Partners for Climate Protection®. Cochrane has
been a member of the climate framework for over two decades, as are more than 500 other
municipalities across Canada. The councillor who brought the motion to withdraw from the
agreement quoted at length from the website of Kicking International Council out of Local
Environmental Initiatives (KICLEI), a climate disinformation group® formed in 2024 that targets local
governments with e-mails and other messaging designed to persuade them to reverse or abandon
local climate change policies. The group’s leader, Maggie Hope Braun, was previously involved with
the so-called “Freedom Convoy” in 2022, having been arrested in February, and later called to
testify’® in the Emergencies Act'! and Public Order Emergency Commission** public hearings. The
organization’s branding and website closely mimic that of ICLEI, an established global organization of
local governments dedicated to climate action.

KICLEI’s website contains a “Localism over Globalism Declaration”** that indirectly references
conspiracy theories* about the United Nations allegedly wanting to override local authority and
impose a “one-world government.” The Declaration is framed using the grandiose, pseudo-
legislative language favoured by the Sovereign Citizen movement and other anti-government far-
right groups®. However, the National Observer reports'® that for the purpose of communicating
with more mainstream politicians on municipal councils, the group created a custom ChatGPT
chatbot available only to its paid members'’, and designed explicitly to help members persuade
councils to abandon their climate commitments and withdraw from climate partnerships using
moderate talking points that emphasized local control over environmental policy. The chatbot was
programmed with a detailed prompt template to generate talking points that reflect KICLEI's key
messages. Using messaging generated by this chatbot, the group proceeded to bombard municipal
councils across Canada with messaging urging them to withdraw from Partners for Climate
Protection.

7 Rory White, “Misinformation-laden website almost convinces Alberta town to abandon climate program”,
https://www.nationalobserver.com/2025/06/27/news/misinformation-kiclei-almost-convinces-alberta-town-abandon-climate-program

8 Partners for Climate Protection, “About”,_https://www.pcp-ppc.ca/about
9 KICLEI, https://www.kiclei.ca/
10 The Canadian Press, “'Freedom Convoy' leader challenged over assertion the protest was never told to leave”,

https://www.ctvnews.ca/canada/article/freedom-convoy-leader-challenged-over-assertion-the-protest-was-never-told-to-leave/

11 CPAC, “Public Order Emergency Commission — November 4, 2022”, https://www.cpac.ca/inquiries-on-cpac/episode/public-order-emergency-
commission--november-4-2022?id=6e56f4af-421a-4bea-a244-6e58dfd2a3be
12 Public Order Emergency Commission, “Public Hearings”, https://publicorderemergencycommission.ca/public-hearings/#witnesses

13 KICLEI, “Declaration”, https://www.kiclei.ca/our-pledge

14 ICLEI, “Addressing Agenda 21 and United Nations ‘One World’ Conspiracies”, https://icleiusa.org/addressing-agenda-21-and-united-nations-one-
world-conspiracies/

15 BBC News, What is the ‘Sovereign Citizen’ Movement?”, https://www.bbc.com/news/world-us-canada-53654318

16 Rory White, “A weaponized Al chatbot is flooding city councils with climate misinformation”,

https://www.nationalobserver.com/2025/05/28/investigations/weaponized-ai-chatbot-city-councils-climate-misinformation
17 Gather 2030, “Accessing the Canadian Civic Advisor”, https://substack.com/home/post/p-150191974
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In the end, Cochrane’s council voted to reject misinformation narratives and remain a member of
Partners for Climate Protection®®, with the mayor expressing concern over the precedent the town
might set for other municipalities if it exited the program.

STAKEHOLDERS:

Several categories of interrelated stakeholders can be seen in this case:

Government stakeholders:

Municipal governments — They are responsible for many local policies that may affect a
municipality’s carbon footprint. Municipal governments may have fewer resources to devote to
policy research than other levels of government, potentially leaving them vulnerable to
misinformation campaigns.

Provincial governments — In particular, these governments exercise a great deal of control over
municipalities. They often provide funding for specific initiatives that supplement municipal
funding. They may even overrule municipal governments and reverse local policies — for example,
in Ontario, the provincial government introduced legislation that limits cities” ability to build new
bike lanes®.

Federal governments — While Canadian cities are technically “creatures of the provinces,” large
cities in particular may have direct dealings with the federal government around issues such as
housing, infrastructure, and transit projects®.

NGOs

ICLEI — Local Governments for Sustainability and ICLEI Canada. ICLEI is a global network of
regional governments committed to sustainable development. The Canadian organization
operates Partners for Climate Protection, a Canadian network of municipalities that offers
support and resources for its members to take action on climate change through emissions
reduction.

Citizens

Citizens are more directly connected to their municipal governments than to higher levels of
government and may be targets for disinformation campaigns that encourage them to bring
disruptive talking points to public hearings and other stakeholder engagement events.

19 Nathan Fung, “Bill 60 likely forcing Ottawa to cut at least 3 bike lane projects”, https://www.cbc.ca/news/canada/ottawa/bill-60-ontario-bike-

lane-ottawa-cancel-9.6993815
20 Institute of Research and Public Policy, “PO Podcast 159 - The Role of Municipalities in Federalism” https://soundcloud.com/irpp/po-podcast-159-

the-role-of-municipalities-in-federalism
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METHODOLOGY

The goal of this case study is to identify whether KICLEI-specific disinformation demonstrated an
impact on the Cochrane municipal council’s decision to call into question the climate program. We
conducted a review of research articles published in peer-reviewed journals, news articles, and
relevant reports, with literature searches undertaken for terms including “climate denialism”, “social

7
n u ”n

impact”, “misinformation”, “climate policies”, “municipalities” and “climate disinformation”. While
the search for articles was extensive, it was not a systematic review and can therefore not be
considered exhaustive. Further research could incorporate these terms to improve the
understanding of climate disinformation across Canadian municipalities.

This case study will place the example of Cochrane’s decision in the context of a broader review of
news, public policy research and peer-reviewed literature on the topics of Al-generated climate
disinformation and climate disinformation campaigns that target local governments. The review and
discussion will focus primarily on Canada, but may draw on literature and reporting from other
countries as appropriate and relevant.

This case study employs the United Nations’ ABCDE Analysis Framework for assessing risks to

information integrity. The framework assesses information integrity risks by breaking down the
Actors, Behaviours, Content, Degree (scale) of risks, and Effects®".

21 UNHCR: The United Nations Refugee Agency, “ABCDE Analysis Framework,” UNHCR Information Integrity Toolkit, December 23, 2024,
https://www.unhcr.org/handbooks/informationintegrity/practical-tools/analysis-potential-impact/abcde-analysis-framework.
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CASE STUDY ANALYSIS
TIMELINE OF EVENTS

In May 2025, Canada’s National Observer reported that municipal councillors across Canada were
being flooded with e-mails from KICLEI, and that those e-mails contained very polished, “almost
algorithmically smooth” messaging advocating against net-zero and other climate policies®*. The
National Observer’s investigation found that KICLEI had created a custom ChatGPT bot called “The
Canadian Civic Advisor” to create messaging to minimize climate catastrophes and frame arguments
against climate action in reasonable language. While this custom GPT appears to only be available to
KICLEI's paid membership, the instructions it was given are still accessible in a GitHub repository®.
This documentation includes a list of responses to questions raised by the National Observer’s
investigation.

Since its founding in 2023, KICLEI has bombarded municipal councils with messaging and links to
Substack posts, often sending messages every few days, and presented to several municipal
councils. These efforts have influenced municipal government decisions in some cases; the National
Observer article mentions that Lethbridge, Alberta’s city council voted to reduce its greenhouse gas
reduction targets by half after a KICLEI presentation, and the town of Thorold, Ontario has formally
withdrawn from Partners for Climate Protection — with one of Thorold’s councillors directly crediting
KICLEI with informing his position.

In June 2025, Canada’s National Observer reported that the town council in Cochrane, Alberta,
debated withdrawing from Partners in Climate Protection®. As in the case of Thorold, the debate
appeared to be initiated by a single town councillor (Patrick Wilson) who read talking points from
KICLEI's web site, using seemingly reasonable arguments about the importance of local decision
making on environmental issues to obscure the organization’s belief in conspiracy theories about the
United Nations allegedly creating a climate change hoax in order to establish a “one world
government.” Other councillors appeared to be persuaded by Wilson’s arguments and argued in
favour of withdrawing from Partners for Climate Protection. In the end, Mayor Jeff Genung raised
concerns about the potential repercussions of such a decision and persuaded the council to
postpone a vote pending a task force review of the program.

Canada’s National Observer also reported on the town council’s September 2025 meeting, where
the council heard from the task force, which recommended that Cochrane stay in the Partners for
Climate Protection program?®. The article notes: “It is unclear whether Cochrane’s decision to stay in
the program reflects a wider resilience of municipal governments against Al-powered campaigns.”

22 Rory White, “A Weaponized Al Chatbot Is Flooding City Councils with Climate Misinformation | Canada’s National Observer: Climate News,”
National Observer, May 27, 2025, https://www.nationalobserver.com/2025/05/28/investigations/weaponized-ai-chatbot-city-councils-climate-
misinformation.

23 Denangara, “Documents”, https://github.com/denangara/documents/tree/main/pdfs

24 Rory White, “Misinformation-Laden Website Almost Convinces Alberta Town to Abandon Climate Program | Canada’s National Observer: Climate
News,” National Observer, June 25, 2025, https://www.nationalobserver.com/2025/06/27/news/misinformation-kiclei-almost-convinces-alberta-

town-abandon-climate-program.

25 Rory White, “Alberta Town Bucks Misinformation and Stands by Climate Program | Canada’s National Observer: Climate News,” National
Observer, September 10, 2025, https://www.nationalobserver.com/2025/09/11/news/cochrane-misinformation-climate-program-vote.
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The National Observer article also quotes Professor Shane Gunster, an expert in environmental
communication from Simon Fraser University, on the importance of “pre-bunking”, or ensuring that
actors are aware of disinformation tactics employed by groups such as KICLEI.

This story likely would never have come to light had it not been for the investigation by Rory White
at Canada’s National Observer. We were unable to find other local media coverage of this issue that
did not reference White’s coverage.

ABCDE FRAMEWORK ANALYSIS

The ABCDE Framework, part of the UNHCR’s Information Integrity toolkit, provides a useful lens
through which to consider this case by examining the Actors, Behaviour, Content, Degree (of risk),
and Effects of misinformation. By adapting the ABCDE Framework (see Appendix Figure 2), we were
able to provide a clear assessment of the impacts of the KICLEI chatbot within the Cochrane context.

Actors

« The information actors in this campaign are affiliated with Kicking International Council Out
of Local Environmental Initiatives (KICLEI), a group that pushes disinformation and conspiracy
theories about climate change, and targets municipal governments in their efforts to roll
back climate action in Canadian communities.

o KICLEI's leadership (notably Maggie Hope Braun) was involved with the “Freedom Convoy” in
2022 *°. On Braun’s Substack, her profile picture shows her clad in a suit of armour?”,
portraying herself as “Canada’s civic warrior, leading towns to reclaim power from global
climate agendas like ICLEL” It’s worth noting that Crusader imagery is a popular trope of the
far right®®.

« The Convoy’s ostensible purpose was a demonstration of opposition to various COVID-19
policies, but it also served as a forum for various anti-globalist conspiracy theories that were
amplified in Convoy-supporting social media communities®. Some experts believe that
Russian disinformation operations were involved in amplifying Convoy messaging, notably
the Russian state media networks RT and Sputnik®.

« Itis unclear what sources of financial support or expertise are currently available to KICLEI,
but the group’s campaign suggests a level of sophistication and technological savvy in terms
of identifying stakeholders, building a contact database, and using generative Al tools to
make their messaging more persuasive.

Risk Score: o

26 Wikipedia, “Maggie Hope Braun,” July 27, 2025, https://en.wikipedia.org/w/index.php?title=Maggie Hope Braun&oldid=1302855739.
27 Gather 2030, https://substack.com/@maggiehopebraun

28 William Hatfield, “The Crusades and the Online Far Right,” University of Northampton, December 4, 2025,
https://www.northampton.ac.uk/research-blogs/the-crusades-and-the-online-far-right/.

29 Corey Robinson and Scott D. Watson, “Conspiracy Theory, Anti-Globalism, and the Freedom Convoy: The Great Reset and Conspiracist
Delegitimation,” Review of International Studies, January 13, 2025, 1-26, https://doi.org/10.1017/50260210524000925.

30 Caroline Orr Bueno, “Russia’s Role in the Far-Right Truck Convoy: An Analysis of Russian State Media Activity Related to the 2022 Freedom
Convoy,” The Journal of Intelligence, Conflict, and Warfare 5, no. 3 (2023): 1-22, https://doi.org/10.21810/jicw.v5i3.5101.
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Behaviour

» KICLEIl is managing a coordinated campaign that involves building a contact database of
municipal politicians and refining climate-change-denial messaging to appeal more to
mainstream municipal politicians who might have reasonable concerns about their authority
being overruled by external entities or higher levels of government. Thus, their slogan is
“Localism over Globalism.” In the context of conspiracy theory narratives, those unfamiliar
with conspiracy theory narratives may not realize that “globalism” is code for a variety of
narratives that aim to push anti-Semitic and anti-immigration messaging, as well as stoke
fears about international organizations such as the United Nations>".

» To date, KICLEI's efforts appear to be focused on municipal governments, rather than
provincial or federal governments. This may be a strategic choice given that local
governments often lack the type of lobbying rules or in-house expertise in dealing with
special interest groups that other levels of government have in place. Local media is also in
marked decline across Canada, meaning fewer resources on the ground to cover local
meetings and do meaningful investigative reporting.

Risk Score:

Content

« The documentation on the creation of the “Canadian Civic Advisor” chatbot suggests that
KICLEI is engaging in a coordinated campaign to convince municipal politicians that climate
action is antithetical to local autonomy and interests, and that their communities will benefit
if they reduce or reverse commitments to fighting climate change and withdraw from
organizations that support climate action. Often, when these arguments are presented by
local politicians or by citizens at public hearings, they may appear organic, but the National
Observer’s reporting, as well as a review of the Al chatbot documentation, makes clear the
level of coordination and orchestrated messaging behind this campaign.

» KICLEI also appears to be positioning itself as a research and public policy organization. On
the “Resources” section of its website, it features reports and briefings, along with the
opportunity to order a custom report tailored to the situation of a specific community®.

» While KICLEI's content has been labelled misinformation or disinformation by critics
(including some scientists who objected to KICLEI’s portrayal of their work), its messaging is
couched in language that appears truthful and reasonable, such as focusing on local
ecological stewardship rather than CO, emissions. The talking points emphasized in the
“Canadian Civic Advisor” chatbot instructions could sound quite reasonable if delivered by a
skilled and persuasive communicator®.

Risk Score: e

31 Liam Stack, “Globalism: A Far-Right Conspiracy Theory Buoyed by Trump,” U.S., The New York Times, November 14, 2016,
https://www.nytimes.com/2016/11/15/us/politics/globalism-right-trump.html.

K32 ICLEI, “Resources”, https://www.kiclei.ca/resources

33 Denangara, “Documents”, https://github.com/denangara/documents/tree/main/pdfs
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Degree (scale and spread of the content and the audiences it has reached)

» According to Canada’s National Observer, KICLEI claims to have reached thousands of
municipal councillors in over 500 Canadian communities with an e-mail campaign that at one
point was sending messages every two days*. The group has also presented to a number of
municipal councils across Canada.

» Through social media channels, it is likely that the group’s messaging is also reaching
members of the public, who may attend public hearings to voice concerns related to the
group’s messaging. While there is no documentation of this specifically with regard to KICLEI,
there has been growing concern over misinformation-based polarization, hostility, and
conflict manifesting in municipal politics®.

Risk Score: e

Effect (reputational effects/risks, protective factors)

« Municipalities may be more vulnerable to disinformation-driven narratives and conflicts
because they lack the policy analysis infrastructure of other levels of government that can
more easily analyze campaigns from actors like KICLEI.

» As disinformation actors evolve more sophisticated methods and harness technologies such
as Al and social media algorithms to reach disaffected online communities, municipalities
will have to evolve ways to make both their elected members and their communities more
resilient to mis- and disinformation. Awareness of the need to develop these capacities
appears to be growing, and will be discussed in the rest of this report.

Risk Score: e

34 Rory White, “A weaponized Al chatbot is flooding city councils with climate misinformation”,
https://www.nationalobserver.com/2025/05/28/investigations/weaponized-ai-chatbot-city-councils-climate-misinformation

35 Brett Mckay, “Conspiracists and Democratic Deficits Collide in Alberta Municipal Governments,” Local News, Rocky Mountain Outlook, June 5,
2024, https://www.rmoutlook.com/local-news/conspiracists-and-democratic-deficits-collide-in-alberta-municipal-governments-8991525; Sarah

Palmer, “City Councillors Debate Bill 50’s Potential for Increasing False Information in Calgary,” LiveWire Calgary, May 14, 2025,
https://livewirecalgary.com/2025/05/13/city-councillors-debate-bill-50s-potential-for-increasing-false-information-in-calgary/; Ivey Executive

Education, “Understanding and Counteracting Incivility in Canadian Municipal Politics,” Ivey Business School, June 19, 2025,
https://www.ivey.uwo.ca/executive-education/insights/2025/06/understanding-and-counteracting-incivility-in-canadian-municipal-politics/.
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RESULTS AND OUTCOMES

Even after reporting by Canada’s National Observer on KICLEI’s attempts to influence Cochrane’s
town council, Councillor Wilson (i.e., the councillor who initially brought the motion to withdraw
from the Partners for Climate Protection program) stood by his position, with a few other councillors
supporting his motion. Mayor Jeff Genung eventually persuaded Council to postpone the decision
until the town’s Natural Environment Protection Task Force could look into the implications of
withdrawal and report back in September®.

At the September 2025 Cochrane Town Council meeting, the task force reported back with a
recommendation that Cochrane remain in ICLEI and the Partners for Climate Protection program. All
but two council members voted in favour, with the mayor expressing concern over KICLEI’s lobbying,
and saying that he felt the whole story had cast the town in a negative light*’. Following the
Council’s decision, KICLEI founder Maggie Hope Braun stated that the National Observer’s reporting
had changed the outcome, saying “We would have won in Cochrane had that not happened,” and
calling for future KICLEI activities to operate under the radar to avoid negative press attention®.

It’s unclear whether this is the end of the story, as Councillor Patrick Wilson was re-elected to this
council position in the October 2025 municipal elections, while Mayor Jeff Genung lost his seat®. In
the short term, however, this can be seen as a victory for evidence over disinformation. Some
factors that contributed to this outcome included:

Outspoken Council Leadership — Mayor Jeff Genung'’s efforts to persuade councillors to consider
the practical and reputational implications of withdrawal from Partners in Climate Protection

Reliance on In-House Investigation —The decision to consult the town’s municipal staff (Natural
Environment Protection Task Force) instead of voting based on lobbying from an external group

National Media Coverage — Media reporting from Canada’s National Observer that shed light on
the nature and motives of the KICLEI organization

However, this story could easily have gone the other way. Points of concern include:

A near-total absence of local reporting on this issue — While the local Cochrane Eagle did cover
the June council meeting, there was no follow-up coverage in that outlet on the September
decision. Nor did major media outlets like Postmedia or CBC cover this story, even though
Cochrane is not far from Calgary. While Canada’s National Observer provided thorough and in-
depth reporting, it is a national current-affairs news outlet, and it is unclear how many residents

36 Riley Stova, ‘Cochrane Might Leave a Sustainability Network’, Cochrane Eagle, 18 July 2025, https://www.cochraneeagle.ca/local-news/task-force-
to-advise-council-on-future-of-international-sustainability-partnerships-in-the-fall-10959288.

37 Jonas Kunst et al., How Cyborg Propaganda Reshapes Collective Action (2026), https://doi.org/10.31234/0sf.io/j3stm v1.

38 Rory White, ‘How Canada's National Observer tracked a climate misinfo group going 'under the radar”, Canada’s National Observer, 8 October
2025, https://www.nationalobserver.com/2025/10/08/investigations/kiclei-civic-searchlight-tracking

39 Town of Cochrane, ‘Official 2025 Election Results’, Town of Cochrane, 2025, https://www.cochrane.ca/government/elections/official-2025-
election-results.
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of Cochrane would have seen this coverage. This lack of local coverage suggests a worrying
potential for local government actions and decisions to go unreported.

KICLEl's Level of Coordination and Influence — KICLEI's year-end newsletter mentioned some
successes in other communities in Alberta, British Columbia and Ontario to undermine climate
initiatives. Notably, KICLEI claimed their campaign was successful in persuading the town of
Vermilion, Alberta, to withdraw from the Federation of Canadian Municipalities, and they took
credit for convincing the Lethbridge city council to reduce its greenhouse-gas reduction
commitment®. KICLEI has also shown signs of developing other tools to deploy in local lobbying
efforts to oppose climate action. It is likely that KICLEI is not the only entity using Al-generated
content to influence politicians to undermine climate initiatives.

40 Maggie Hope Braun, ‘Gather 2030, Gather 2030, n.d., https://substack.com/@maggiehopebraun.
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DISCUSSION: LESSONS LEARNED & IMPLICATIONS

There are a number of lessons to be learned from this case study.

First, municipal governments are increasingly called on to deal with mis- and disinformation in an
increasingly polarized environment. While these issues can arise in many policy domains, the
University of Melbourne’s study of disinformation in Australian cities sheds some light on what
factors are more likely to spark disinformation in cities. The study finds that the topic areas most
likely to trigger disinformation around policy debates or adoption at the city level are
climate/sustainability and urban planning®. These two issues will be increasingly interrelated as
cities move forward with infrastructure and develop planning related to climate change mitigation
and emissions reduction.

Municipalities need to develop an understanding of disinformation broadly, and Al-generated
disinformation efforts specifically. Risks associated with these need to be identified and dealt with.
While lobbying groups have a long history of using misinformation and disinformation to influence
governments, Al allows groups to create and deploy this content at a scale previously only available
to those with deep pockets. Moreover, tools are being developed to help members of the public
spread Al-generated political messaging, a practice that one recent study (in press) dubs “cyborg
propaganda”**.

When a highly motivated and passionate member of the public or even an elected official brings a
“contrarian” lens to an issue being considered by municipal governments, questions should be
asked about where they got their information, or whether they represent or are in
communication with outside organizations on the issue under discussion. Those citing facts and
figures must be held to the expectation to provide sources for this information, particularly if they
are elected officials **. Where elected officials are uncertain or in disagreement about the facts,
expert nonpartisan panels (like the one that Cochrane made use of) can be tasked with providing
municipal councils with evidence and data to inform decisions.

Local governments need to be proactive about not only responding to disinformation but also
anticipating narratives that may emerge and communicating the correct information ahead of
time. Partnering with trusted organizations and figures within the community may assist with this.
Municipal governments may need to develop better strategies for engaging on popular social media
channels*. The University of Melbourne’s Melbourne Centre for Cities suggests that responding to
disinformation in municipal politics involves building community trust; improving communication
and listening; and promoting collaboration among cities, between cities and other level of

government, and with various other sectors *.

41 Ika Trijsburg et al., Disinformation in the City Response Playbook (2024),

https://www.unimelb.edu.au/ data/assets/pdf file/0006/5060724/Disinformation-in-the-City-Reponse-Playbook compressed-1.pdf.
42 Kunst et al., How Cyborg Propaganda Reshapes Collective Action.

43 Anne Shibata Casselman, ‘Misinformation and Why-Bother Attitudes Threaten Vancouver’s Green Reputation’, Opinion, The Narwhal, 30 January
2025, https://thenarwhal.ca/vancouver-mike-klassen-norway-misinformation/.

44 Sadaf Mehrabi, ‘Climate Misinformation Threatens Canada’s National Security’, Opinion, The Narwhal, 7 January 2026,
https://thenarwhal.ca/climate-misinformation-national-security/.

45 |ka Trijsburg_et al., Disinformation in the City: City Response Playbook (University of Melbourne, 2024),
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POLICY RECOMMENDATIONS

Recommendation #1: Municipal governments must build capacity and tools for dealing
with mis- and disinformation that are proactive, nonpartisan and evidence-based. The
Federation of Canadian Municipalities should consider developing a specific toolkit for
members around common climate misinformation narratives that arise in municipal
politics and how to combat them.

Best Practices
« The Federation of Canadian Municipalities has developed a knowledge hub*
dedicated to advancing equal gender representation in municipal politics. This could
be used as a model to develop tools and resources for member municipalities
around mis- and disinformation.

Recommendation #2: The academic sector should collaborate with municipalities,
including rural municipalities, on developing tools that can help them understand and
respond to mis- and disinformation in their environments.

Best Practices
» The University of British Columbia’s School of Public Policy and Global Affairs has
published a number of useful studies and guides on climate information and
municipalities, including:

- A guide to building capacity for local climate conversations®’
« Research into interventions to address climate misinformation in the
Vancouver context*®

» The University of Melbourne’s Centre for Cities has a Disinformation in the City
research project®, and has published a playbook® to help cities respond to
disinformation®".

Gaps:
» More research is needed to explore the context of mis- and disinformation in

smaller and rural municipalities, and to develop solutions tailored to their
environments.

46 Federation of Canadian Municipalities, “Toward Parity Knowledge Hub”, https://fcm.ca/en/resources/toward-parity-knowledge-hub
47 The UBC Centre for the Study of Democratic Institutions, “Municipal Matters: Building Capacity for Local Climate Conversations”,
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48 The UBC School of Public Policy and Global Affairs, “Responding to Climate Misinformation in Vancouver”, https://sppga.ubc.ca/gp2/responding-
to-climate-misinformation-in-vancouver/

49 The University of Melbourne, “Disinformation in the City”, https://www.unimelb.edu.au/cities/research/projects/current-projects/disinformation-
in-the-city

50 Municipal Association of Victoria, “Disinformation in the City”, https://www.mav.asn.au/mavlab/engagement/disinformation
51 Trijsburg et al., Disinformation in the City: City Response Playbook.
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Recommendation #3: Strengthen local journalism to allow for reporting on issues that are
embedded in the community. In particular, the federal government may want to consider
strengthening and expanding its Local Journalism Initiative. Local journalists develop a deep
understanding of, and connection to, their communities, and are seen as trusted sources.
Many Canadians now live in news deserts that are not served by any local media outlets .
Social media misinformation appears to have filled the void.

Best Practices
« Brett McKay is a Local Journalism Initiative reporter in St. Albert, Alberta. In addition
to reporting on local issues, he has undertaken a four-part series on how conspiracy
theories are impacting municipal governments™. His work is published in a variety of
local media outlets in Alberta.

52 David Macdonald, News Deprivation, 22 March 2025, https://www.policyalternatives.ca/news-research/news-deprivation/.

53 Brett McKay, “Conspiracists and democratic deficits collide in Alberta municipal governments”, https://www.lakelandtoday.ca/local-

news/conspiracists-and-democratic-deficits-collide-in-alberta-municipal-governments-8991525
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CONCLUSION

Mis- and disinformation have been an increasing problem for municipal governments in recent
years. Climate change and urban planning are particular targets for weaponized narratives.
Generative Al tools are beginning to accelerate this challenge by increasing the volume of the user’s
messaging and by their ability to easily to generate messaging for municipal politicians and
members of the public to deploy on hot-button topics in place of thoughtful analysis and evidence-
based discussion. If, as the saying goes, “all politics is local,” then municipal governments may be
uniquely vulnerable to such attacks, while also lacking the tools and resources to fend them off.
Building local capacity to deal with these challenges should be an urgent priority for all levels of
government, as well as for academic research institutions that conduct research on urban and rural
communities.
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APPENDICES
FIGURE 1- SUMMARIZED ABCDE FRAMEWORK

ABCDE Framework
Element

Relevant Questions

What kinds of actors are involved? This question can help
Actors establish, for example, whether the case involves organic
rumours, authority figures, foreign state actors, etc.

What activities are exhibited? This inquiry can help establish,
Behaviour for instance, evidence of coordination and inauthenticity or
organic rumours.

What kinds of content are being created and distributed? This
Content line of questioning can help establish what type of
information risk is being shared.

What is the overall scale of the information risks? For

Degree .
example, how many users are resharing posts?

What are the risks posed as a result of the information risks?
Effect Such as protection risks, reputational risks, risks to staff
safety, etc.
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FIGURE 2 - SCORING FRAMEWORK FOR ANALYSIS

ABCDE ABCDE
Dimension Dimension

Qualifications Checklist

| | Fully able to identify influential actors sharing
information risks, their reach, their origin (i.e.,
private capacity, on behalf of a group) and their
intended target audience

[ ] Fully able to determine the origin of information
risks and/determine their intent (i.e., financial
goals, political goals, etc).

[ ] Partially able to identify influential actors

sharing information risks, their reach, their
Actors origin (i.e., private capacity, on behalf of a
group) and their intended target audience,
although transparency elements are missing for
more than one element.

e [] Unable to identify influential actors sharing
information risks, their reach, their origin (i.e.,

private capacity, on behalf of a group) and their
intended target audience.

[ | Unable to determine the origin of information
risks and/or determine their intent (i.e.,

financial goals, political goals).
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ABCDE ABCDE
Dimension Dimension

Qualifications Checklist

[ ] Evidence shows minimal to no presence of
information risks/narratives as part of a
coordinated campaign with actor(s) behind
them.

[ ] Tactics being used by actor(s) are not malicious
or deceitful.

[ | Able to identify information risks,
trends/patterns.

[ ] Actors not disguising their identity or actions.

[ ] Actors are not using bots or coordinated non-
authentic behaviour or activity (i.e., botfarming).

[ ] Actors are not targeting a specific audience with
their content.

Behaviours [ | Some evidence suggesting the presence of
multiple (3+) information risks/narratives as part
of a coordinated campaign with actor(s) behind
them.

| ] Unable to identify if tactics being used by
actor(s) are not malicious or deceitful.

| ] Unable to identify information risks,
trends/patterns.

| ] Unable to determine if actors are not disguising
their identity or actions.

| ] Unable to determine if actors are not using bots
or coordinated non-authentic behaviour or
activity (i.e., botfarming).

[ | Unable to determine if actors are targeting a
specific audience with their content.
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ABCDE ABCDE
Dimension Dimension

Qualifications Checklist

e [ ] Evidence shows a strong presence of

information risks/narratives as part of a
coordinated campaign with actor(s) behind
them.

[ ] Tactics being used by actor(s) are not malicious
or deceitful.

[ | Able to identify information risks,
trends/patterns.

Behaviours

[ ] Actors not disguising their identity or actions.

[ ] Actors are not using bots or coordinated non-
authentic behaviour or activity (i.e., botfarming).

[ ] Actors are not targeting a specific audience with
their content.

| ] Minimal to no information risks (i.e.,
disinformation, hate speech, etc) have been
observed.

] No content threatening to a group.

|| No evidence of untrue or deceptive content.

Content [ ] No content manipulated or artificial (e.g.,

generated images or text).

] No content manipulated or artificial (e.g.,
generated images or text).

| No potentially illegal content under domestic or
international legislation.
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ABCDE ABCDE
Dimension Dimension

Qualifications Checklist

[ ] Evidence of low to moderate information risks
(i.e., disinformation, hate speech).

[ ] Use of ambiguous content that may constitute a
threat to a group

[ ] Difficulty in determining if untrue or deceptive
content was used.

| ] Unable to determine whether content is
manipulated or artificial (i.e., generated images
or text).

[ ] Use of potentially illegal content under domestic
or international legislation.

Content

e [ ] Evidence of serious information risks (i.e.,
disinformation, hate speech, etc) has been
observed.

Use of content threatening to a group.
Evidence of untrue or deceptive content.

Evidence of content manipulated or artificial
(i.e., generated images or text).

Use of potentially illegal content under domestic
or international legislation.

I I e R

Minimal to no evidence of information risks on
multiple major social media platforms (e.g., X,
Facebook, Tiktok).

[ ] Evidence showing cases of information risks

have been removed from multiple platforms.
Degree
[ ] Minimal to no impact of information risks on

population groups.

[ ] Content’s main target audience is broad and not
targeting a specific group.

[ ] No evidence of an ongoing campaign.
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ABCDE ABCDE
Dimension Dimension

Qualifications Checklist

[ ] Moderate (3+ cases) information risks found on
multiple major social media platforms (e.g., X,
Facebook, Tiktok).

[ ] Limited evidence that information risks have
been removed from at least one platform.

[ | Moderate impact of information risks on
population groups.

[ ] Content’s main target audience is specific to a
targeted group.

[ ] Unable to determine if the content is part of an

ongoing campaign.
Degree

e [] Severe (>3 cases) information risks found on
multiple major social media platforms (e.g., X,
Facebook, Tiktok).

[ ] No evidence that cases of information risks have
been removed from multiple platforms.

[ ] Severe impact of information risks on population
groups.

[ ] Content’s main target audience is specific and
harmful to a targeted group.

[ ] Content is part of an ongoing campaign.
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ABCDE ABCDE
Dimension Dimension

Qualifications Checklist

[ ] Current or historic factors have limited impact
on the spread of information risks and their
likelihood to cause harm (i.e., political events,
populist messaging).

[ | General sentiments by the public towards the
targeted group are somewhat too highly positive
(if applicable).

| | Information risks are not influencing further
incidents, risks, or interventions.

| | Existing capacities are available to address the
consequences of information risks.

| | Current or historic factors have a moderate

impact on the spread of information risks and
Effect their likelihood to cause harm (i.e., political
events, populist messaging).

[ | General sentiments by the public towards the
targeted group are neutral and/or indifferent (if
applicable).

[ | Some evidence to suggest that information risks
are influencing further incidents, risks, or
interventions.

| | Some evidence to suggest that information risks
are influencing further incidents, risks, or
interventions.

[ ] Existing capacities are available to address the
consequences of information risks, but are
limited.

Evidence



ABCDE ABCDE
Dimension Dimension

Qualifications Checklist

o [ ] Current or historic factors have a significant

impact on the spread of information risks and
their likelihood to cause harm (i.e., political
events, populist messaging, etc).

[ | General sentiments by the public towards the

Effect targeted group are negative (if applicable).

[ ] Strong evidence showing that information risks
are influencing further incidents and risks.

[ ] Existing capacities are not available to address
the consequences of information risks.
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	INTRODUCTION & BACKGROUND
	Municipalities play a crucial role in combatting climate change, with urban areas now home to more than 50% of the world’s population. In Canada, an estimated 82% of the population lives in urban areas1. This population density means that urban areas are both a major source of greenhouse gas (GHG) emissions, and highly vulnerable to climate-related disasters.
	In Canada, municipalities oversee many policy areas that can impact climate change preparation and mitigation; these include decisions around land use, building, transportation, and waste management, among other areas2. Municipalities operate infrastructure that may be damaged by extreme weather events, or may need to be adapted to a changing climate. Municipalities also offer services to those affected by climate-related events; for example, shelter for those displaced by wildfires or floods, or cooling centres during extreme heat for vulnerable groups who lack access to adequately cooled living spaces.
	Canadian municipalities operate in a challenging multi-level system where other levels of government may have jurisdiction over areas including energy regulation, building codes, or transportation and infrastructure planning3 . Cities often must request funding for major projects from other levels of government or adhere to regulations set by them. However, given their direct connection with climate-impacted communities, cities’ own climate plans often tend to be more ambitious than those of higher jurisdictions. In recent years, it has become common for municipalities to declare climate emergencies, which function as advocacy and communication tools that make the case for focusing attention and resources on climate issues, and may articulate a city’s own priorities in areas that fall under the jurisdiction of higher levels of government4. Municipalities have also built capacity and alliances with their counterparts in other regions by joining organizations, such as the Global Covenant of Mayors for Climate & Energy (GCoM) and ICLEI: Local Governments for Sustainability5, two international organizations that offer tools and resources to help cities tackle climate change and other environmental challenges.
	While fossil fuel lobbying and disinformation efforts targeting higher levels of government are well documented6, municipal governments are also targeted by anti-climate change actors, with disinformation tactics as a preferred tool. Generative artificial intelligence (GAI) is a new and concerning source of misinformation and disinformation on climate change, with its potential to be
	SOCIAL, POLITICAL, AND TECHNOLOGICAL CONTEXT
	STAKEHOLDERS:

	METHODOLOGY
	The goal of this case study is to identify whether KICLEI-specific disinformation demonstrated an impact on the Cochrane municipal council’s decision to call into question the climate program. We conducted a review of research articles published in peer-reviewed journals, news articles, and relevant reports, with literature searches undertaken for terms including “climate denialism”, “social impact”, “misinformation”, “climate policies”, “municipalities” and “climate disinformation”. While the search for articles was extensive, it was not a systematic review and can therefore not be considered exhaustive. Further research could incorporate these terms to improve the understanding of climate disinformation across Canadian municipalities.
	This case study will place the example of Cochrane’s decision in the context of a broader review of news, public policy research and peer-reviewed literature on the topics of AI-generated climate disinformation and climate disinformation campaigns that target local governments. The review and discussion will focus primarily on Canada, but may draw on literature and reporting from other countries as appropriate and relevant.
	This case study employs the United Nations’ ABCDE Analysis Framework for assessing risks to information integrity. The framework assesses information integrity risks by breaking down the Actors, Behaviours, Content, Degree (scale) of risks, and Effects21.
	TIMELINE OF EVENTS
	The National Observer article also quotes Professor Shane Gunster, an expert in environmental communication from Simon Fraser University, on the importance of “pre-bunking”, or ensuring that actors are aware of disinformation tactics employed by groups such as KICLEI.
	This story likely would never have come to light had it not been for the investigation by Rory White at Canada’s National Observer. We were unable to find other local media coverage of this issue that did not reference White’s coverage.


	ABCDE FRAMEWORK ANALYSIS
	The ABCDE Framework, part of the UNHCR’s Information Integrity toolkit, provides a useful lens through which to consider this case by examining the Actors, Behaviour, Content, Degree (of risk), and Effects of misinformation. By adapting the ABCDE Framework (see Appendix Figure 2), we were able to provide a clear assessment of the impacts of the KICLEI chatbot within the Cochrane context.
	Actors
	The information actors in this campaign are affiliated with Kicking International Council Out of Local Environmental Initiatives (KICLEI), a group that pushes disinformation and conspiracy theories about climate change, and targets municipal governments in their efforts to roll back climate action in Canadian communities.
	KICLEI’s leadership (notably Maggie Hope Braun) was involved with the “Freedom Convoy” in 2022 26. On Braun’s Substack, her profile picture shows her clad in a suit of armour27, portraying herself as “Canada’s civic warrior, leading towns to reclaim power from global climate agendas like ICLEI.” It’s worth noting that Crusader imagery is a popular trope of the far right28.
	The Convoy’s ostensible purpose was a demonstration of opposition to various COVID-19 policies, but it also served as a forum for various anti-globalist conspiracy theories that were amplified in Convoy-supporting social media communities29. Some experts believe that Russian disinformation operations were involved in amplifying Convoy messaging, notably the Russian state media networks RT and Sputnik30.
	It is unclear what sources of financial support or expertise are currently available to KICLEI, but the group’s campaign suggests a level of sophistication and technological savvy in terms of identifying stakeholders, building a contact database, and using generative AI tools to make their messaging more persuasive.

	Risk Score:
	Behaviour
	KICLEI is managing a coordinated campaign that involves building a contact database of municipal politicians and refining climate-change-denial messaging to appeal more to mainstream municipal politicians who might have reasonable concerns about their authority being overruled by external entities or higher levels of government. Thus, their slogan is “Localism over Globalism.” In the context of conspiracy theory narratives, those unfamiliar with conspiracy theory narratives may not realize that “globalism” is code for a variety of narratives that aim to push anti-Semitic and anti-immigration messaging, as well as stoke fears about international organizations such as the United Nations31.
	To date, KICLEI’s efforts appear to be focused on municipal governments, rather than provincial or federal governments. This may be a strategic choice given that local governments often lack the type of lobbying rules or in-house expertise in dealing with special interest groups that other levels of government have in place. Local media is also in marked decline across Canada, meaning fewer resources on the ground to cover local meetings and do meaningful investigative reporting.

	Risk Score:
	Content
	The documentation on the creation of the “Canadian Civic Advisor” chatbot suggests that KICLEI is engaging in a coordinated campaign to convince municipal politicians that climate action is antithetical to local autonomy and interests, and that their communities will benefit if they reduce or reverse commitments to fighting climate change and withdraw from organizations that support climate action. Often, when these arguments are presented by local politicians or by citizens at public hearings, they may appear organic, but the National Observer’s reporting, as well as a review of the AI chatbot documentation, makes clear the level of coordination and orchestrated messaging behind this campaign.
	KICLEI also appears to be positioning itself as a research and public policy organization. On the “Resources” section of its website, it features reports and briefings, along with the opportunity to order a custom report tailored to the situation of a specific community32.
	While KICLEI’s content has been labelled misinformation or disinformation by critics (including some scientists who objected to KICLEI’s portrayal of their work), its messaging is couched in language that appears truthful and reasonable, such as focusing on local ecological stewardship rather than CO₂ emissions. The talking points emphasized in the “Canadian Civic Advisor” chatbot instructions could sound quite reasonable if delivered by a skilled and persuasive communicator33.

	Risk Score:
	Degree (scale and spread of the content and the audiences it has reached)
	According to Canada’s National Observer, KICLEI claims to have reached thousands of municipal councillors in over 500 Canadian communities with an e-mail campaign that at one point was sending messages every two days34. The group has also presented to a number of municipal councils across Canada.
	Through social media channels, it is likely that the group’s messaging is also reaching members of the public, who may attend public hearings to voice concerns related to the group’s messaging. While there is no documentation of this specifically with regard to KICLEI, there has been growing concern over misinformation-based polarization, hostility, and conflict manifesting in municipal politics35.

	Risk Score:
	Effect (reputational effects/risks, protective factors)
	Municipalities may be more vulnerable to disinformation-driven narratives and conflicts because they lack the policy analysis infrastructure of other levels of government that can more easily analyze campaigns from actors like KICLEI.
	As disinformation actors evolve more sophisticated methods and harness technologies such as AI and social media algorithms to reach disaffected online communities, municipalities will have to evolve ways to make both their elected members and their communities more resilient to mis- and disinformation. Awareness of the need to develop these capacities appears to be growing, and will be discussed in the rest of this report.

	Risk Score:

	RESULTS AND OUTCOMES
	Even after reporting by Canada’s National Observer on KICLEI’s attempts to influence Cochrane’s town council, Councillor Wilson (i.e., the councillor who initially brought the motion to withdraw from the Partners for Climate Protection program) stood by his position, with a few other councillors supporting his motion. Mayor Jeff Genung eventually persuaded Council to postpone the decision until the town’s Natural Environment Protection Task Force could look into the implications of withdrawal and report back in September36.
	At the September 2025 Cochrane Town Council meeting, the task force reported back with a recommendation that Cochrane remain in ICLEI and the Partners for Climate Protection program. All but two council members voted in favour, with the mayor expressing concern over KICLEI’s lobbying, and saying that he felt the whole story had cast the town in a negative light37. Following the Council’s decision, KICLEI founder Maggie Hope Braun stated that the National Observer’s reporting had changed the outcome, saying “We would have won in Cochrane had that not happened,” and calling for future KICLEI activities to operate under the radar to avoid negative press attention38.
	It’s unclear whether this is the end of the story, as Councillor Patrick Wilson was re-elected to this council position in the October 2025 municipal elections, while Mayor Jeff Genung lost his seat39. In the short term, however, this can be seen as a victory for evidence over disinformation. Some factors that contributed to this outcome included:
	Outspoken Council Leadership – Mayor Jeff Genung’s efforts to persuade councillors to consider the practical and reputational implications of withdrawal from Partners in Climate Protection
	Reliance on In-House Investigation –The decision to consult the town’s municipal staff (Natural Environment Protection Task Force) instead of voting based on lobbying from an external group
	National Media Coverage – Media reporting from Canada’s National Observer that shed light on the nature and motives of the KICLEI organization
	However, this story could easily have gone the other way. Points of concern include:
	A near-total absence of local reporting on this issue – While the local Cochrane Eagle did cover the June council meeting, there was no follow-up coverage in that outlet on the September decision. Nor did major media outlets like Postmedia or CBC cover this story, even though Cochrane is not far from Calgary. While Canada’s National Observer provided thorough and in-depth reporting, it is a national current-affairs news outlet, and it is unclear how many residents
	of Cochrane would have seen this coverage. This lack of local coverage suggests a worrying potential for local government actions and decisions to go unreported.
	KICLEI’s Level of Coordination and Influence – KICLEI’s year-end newsletter mentioned some successes in other communities in Alberta, British Columbia and Ontario to undermine climate initiatives. Notably, KICLEI claimed their campaign was successful in persuading the town of Vermilion, Alberta, to withdraw from the Federation of Canadian Municipalities, and they took credit for convincing the Lethbridge city council to reduce its greenhouse-gas reduction commitment40. KICLEI has also shown signs of developing other tools to deploy in local lobbying efforts to oppose climate action. It is likely that KICLEI is not the only entity using AI-generated content to influence politicians to undermine climate initiatives.

	DISCUSSION: LESSONS LEARNED & IMPLICATIONS
	There are a number of lessons to be learned from this case study.
	First, municipal governments are increasingly called on to deal with mis- and disinformation in an increasingly polarized environment. While these issues can arise in many policy domains, the University of Melbourne’s study of disinformation in Australian cities sheds some light on what factors are more likely to spark disinformation in cities. The study finds that the topic areas most likely to trigger disinformation around policy debates or adoption at the city level are climate/sustainability and urban planning41. These two issues will be increasingly interrelated as cities move forward with infrastructure and develop planning related to climate change mitigation and emissions reduction.
	Municipalities need to develop an understanding of disinformation broadly, and AI-generated disinformation efforts specifically. Risks associated with these need to be identified and dealt with. While lobbying groups have a long history of using misinformation and disinformation to influence governments, AI allows groups to create and deploy this content at a scale previously only available to those with deep pockets. Moreover, tools are being developed to help members of the public spread AI-generated political messaging, a practice that one recent study (in press) dubs “cyborg propaganda”42 .
	When a highly motivated and passionate member of the public or even an elected official brings a “contrarian” lens to an issue being considered by municipal governments, questions should be asked about where they got their information, or whether they represent or are in communication with outside organizations on the issue under discussion. Those citing facts and figures must be held to the expectation to provide sources for this information, particularly if they are elected officials 43. Where elected officials are uncertain or in disagreement about the facts, expert nonpartisan panels (like the one that Cochrane made use of) can be tasked with providing municipal councils with evidence and data to inform decisions.
	Local governments need to be proactive about not only responding to disinformation but also anticipating narratives that may emerge and communicating the correct information ahead of time. Partnering with trusted organizations and figures within the community may assist with this. Municipal governments may need to develop better strategies for engaging on popular social media channels44. The University of Melbourne’s Melbourne Centre for Cities suggests that responding to disinformation in municipal politics involves building community trust; improving communication and listening; and promoting collaboration among cities, between cities and other level of government, and with various other sectors 45.

	POLICY RECOMMENDATIONS
	Recommendation #1: Municipal governments must build capacity and tools for dealing with mis- and disinformation that are proactive, nonpartisan and evidence-based. The Federation of Canadian Municipalities should consider developing a specific toolkit for members around common climate misinformation narratives that arise in municipal politics and how to combat them.
	Best Practices
	The Federation of Canadian Municipalities has developed a knowledge hub46 dedicated to advancing equal gender representation in municipal politics. This could be used as a model to develop tools and resources for member municipalities around mis- and disinformation.
	Recommendation #2: The academic sector should collaborate with municipalities, including rural municipalities, on developing tools that can help them understand and respond to mis- and disinformation in their environments.

	Best Practices
	The University of British Columbia’s School of Public Policy and Global Affairs has published a number of useful studies and guides on climate information and municipalities, including:
	A guide to building capacity for local climate conversations47
	Research into interventions to address climate misinformation in the Vancouver context48
	The University of Melbourne’s Centre for Cities has a Disinformation in the City research project49, and has published a playbook50 to help cities respond to disinformation51.

	Gaps:
	More research is needed to explore the context of mis- and disinformation in smaller and rural municipalities, and to develop solutions tailored to their environments.

	Recommendation #3: Strengthen local journalism to allow for reporting on issues that are embedded in the community. In particular, the federal government may want to consider strengthening and expanding its Local Journalism Initiative. Local journalists develop a deep understanding of, and connection to, their communities, and are seen as trusted sources. Many Canadians now live in news deserts that are not served by any local media outlets52 . Social media misinformation appears to have filled the void.
	Best Practices
	Brett McKay is a Local Journalism Initiative reporter in St. Albert, Alberta. In addition to reporting on local issues, he has undertaken a four-part series on how conspiracy theories are impacting municipal governments53. His work is published in a variety of local media outlets in Alberta.
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