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Disclaimer

All insights were curated and written by Evidence for Democracy, without the use of any artificial
intelligence technology or system.

It should be noted that this report is not an exhaustive analysis of the complete state of Al usage
across the federal public service, but rather aims to provide a snapshot into how the federal
government is deploying Al across its agencies, and the implications this has for Canadian
democracy. Further research is needed to investigate how Al is actively shaping policymaking across
Canada.
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EXECUTIVE SUMMARY

Artificial Intelligence (Al) is rapidly reshaping how governments gather evidence, analyze
information, and make decisions. In recent years, the Government of Canada has rapidly
deployed new Al technologies and tools across the federal public service. While new
technologies ostensibly promise improved efficiency and productivity, their deployment has
raised serious questions around perceived lack of transparency, gaps in regulation,
implementation challenges, and potential for misuse and biased decision-making.

This project aims to explore how Al is reshaping evidence usage in the federal public service,
and the implications Al usage has on federal policymaking and public trust in Canadian
democracy.

Key Findings

» Governance, Security, and Economy account for the Top 3 Uses of Al in the Federal

Government

) The Canada School of Public Service accounts for the highest number of Al systems
deployed agency-wide (32), followed by Innovation, Science and Economic
Development (27) and Statistics Canada (26)

D 2 out of 5 Al systems used within the federal public service were designed by

external vendors

) 7 out of 10 external vendors are American-owned, with nearly a third represented

by just three companies: Microsoft, Google, and Amazon

) The majority of these deployed Al systems (58.2%) are used for analysis purposes,

including virtual assistants and machine learning analytics tools
) 1in5 Al tools are being used to create content that actively shapes federal

decision-making, including developing Al-generated videos and voiceovers, writing

policy briefs, and LLM-drafted police reports
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Recommendations

In order to address concerns over lack of transparency and public trust, the federal

government should explore the following policy recommendations:

Launch a Digital Safety Commission as an independent regulatory authority with

enforcement powers and a clear mandate to coordinate national digital

governance

Amend the Consumer Privacy Protection Act to include source transparency
requirements, including labelling, watermarking, and data used to train the Al
tool

Empower the Digital Safety Commission to establish statutory mechanisms for

data access and oversight, including mandated data inventories, and secure

access frameworks

Amend the Consumer Privacy Protection Act to include user-focused data rights,

and interoperable data standards

Launch an Al & Digital Safety Ombudsperson, under the Digital Safety

Commission, with the authority to investigate user concerns and potential

violations

Amend the Consumer Privacy Protection Act to include a mandatory requirement
for human review of major automated decisions and mandatory public reporting

obligations for all federal departments

Mandate public consultation mechanisms on Al usage in government, including

standing citizens’ assemblies, deliberative panels, and advisory councils with
special focus groups such as youth and Indigenous communities.
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KEY TERMS

Artificial intelligence (Al) — A diverse range of self-learning, adaptive computer systems
that can perform tasks normally requiring human intelligence, such as visual perception,
speech recognition, decision-making, and translation and interpretation.

Chatbots — Al tool that simulates human conversation via text or voice interactions (also
known as virtual assistants)

Deepfakes — Synthetic media, including images, video, and audio, generated by Al
(specifically deep learning) to make fake content appear authentic.

Deep learning (DL) — Subset of machine learning using artificial neural networks
inspired by the human brain to automatically learn patterns from vast amounts of
unstructured data.

Facial recognition technology — technology that analyzes a human face from a digital
image or video frame against a database of faces, used for the purposes of identity

verification

Hyperscalers — Major cloud service providers, offering extensive computing, storage,
networking, and data processing infrastructure

Large language models (LLM) — A language model trained with self-governed machine
learning on a large dataset of text, designed for natural language processing tasks.

Machine learning (ML) — A subset of Al concerned with pattern-recognition algorithms
that can analyze and identify patterns in training data, and make specific inferences

about new data.

Misinformation — False or misleading information that is spread, regardless of an intent
to deceive

Shadow Al — The usage of Al systems and technologies without official sanction

Slop or Al Slop — Low-quality and high-volume Al-generated content produced cheaply
to manipulate algorithms, drive clicks, or even spread misinformation.
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INTRODUCTION

Artificial Intelligence (Al) is rapidly reshaping how governments gather evidence, analyze
information, and make decisions. From automated research synthesis to predictive
modelling, Al tools promise efficiency but also raise urgent questions around transparency,
misuse, accuracy, bias, and trust. As misinformation and disinformation become more
sophisticated and disruptive, the increasing role of Al systems in federal policymaking
presents new challenges for democratic accountability and public trust.

This project aims to explore how Al is reshaping evidence usage in federal policymaking, and
how both policymakers and the Canadian public perceive this shift. Through mixed-methods
research and a robust literature review, the project will generate concrete recommendations
for the responsible integration of Al in Canadian democratic governance.

This report aims to achieve the following project objectives:
1.Understand public perceptions and trust regarding the use of Al in government
decisions.
2.Assess how policymakers are actively using Al systems to shape federal decision-
making.
3.ldentify limitations, risks, and opportunities related to using Al systems for federal
policy development.
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BACKGROUND AND CONTEXT

From its first inception during the mid-20th century to now, artificial intelligence (Al) has
rapidly transformed our world. Despite its widespread usage, organizations and governments
have struggled to define exactly what Al is. The United Nations defines artificial intelligence

”m

as a diverse range of technologies that are “self-learning, adaptive systems.”'. These may be
grouped based on technologies (e.g., generative Al), purpose (e.g., facial recognition),
function (e.g., language translation) or types of agents (e.g., self-driving cars). As such, Al
technologies and tools have been widely implemented across sectors, finding use as

translation tools, chatbots, data processors, and more.

The usage of Al tools and systems in federal decision-making stretches back more than a
decade. According to the federal Al register?, the earliest documented use of Al was in 1994,
when the Canada Border Services Agency (CBSA) first launched a “fuzzy search” software
tool to identify high-risk travelers by searching through names across CBSA systems.
However, over the years, usage has rapidly evolved from automated processes to more
sophisticated Al systems, such as Fisheries and Oceans Canada’s “PSSIScaleAging” tool —
which provides over 80,000 detailed salmon scale aging assessments using deep learning
models. In 2017, Canada was one of the first countries to publicly announce a
comprehensive Al strategy?® to channel Al adoption “across Canada’s economy and society.”*
Efforts to champion Al deployment have since been led by Canada’s first-ever Minister of
Artificial Intelligence and Digital Innovation, Evan Solomon, who signed a memorandum of
understanding with Cohere Inc. in August 2025 to “explore opportunities to deploy Al
technologies across the Government of Canada.”” As of 28 November 2025, there are over
400 documented cases of Al usage in the federal government, which range from early-stage
research to active deployment®.

1 United Nations, “Artificial Intelligence (Al).”

2 Government of Canada, “Government of Canada Al Register (Minimum Viable Product).”

3 CIFAR, “The Pan-Canadian Al Strategy.”

4 Innovation, Science and Economic Development Canada, “Pan-Canadian Artificial Intelligence Strategy.”

5 Innovation, Science and Economic Development Canada, “Canada Partners with Cohere to Accelerate World-Leading Artificial
Intelligence,” August 19, 2025.

6 Treasury Board of Canada Secretariat, “Canada Launches First Register of Al Uses in Federal Government.”
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Regulation and Oversight

Broad oversight of the usage of Al technologies across the federal government falls under the
jurisdiction of the Treasury Board of Canada Secretariat (TBS). To help guide the
implementation of Al technologies across the public service, the federal government
launched the Al Strategy for the Federal Public Service 2025-27 (“Al Strategy”) in March
2025’. According to the strategy, the goal of Al usage within the federal government is to
“streamline or automate routine tasks for public servants”, and to also “increase the public
service’s efficiency, effectiveness and productivity” — thereby improving the speed and scale

of data and information analysis, and leading to faster, more informed decision making®.

Implementation progress is measured through multiple elements according to the Al
Strategy, including: establishing governance and risk management frameworks, creating a
government-wide governance structure responsible for implementing the governance
framework, developing a training plan, establishing a public registry of Al usage, developing a

framework to track Al adoption, and providing mechanisms for public feedback.

To manage the risks associated with rapid Al adoption, the Treasury Board of Canada
Secretariat launched the Directive on Automated Decision-Making’ (“The Directive”) in
2019, which provides clear responsibilities for each department officer to comply with —
regarding automated decision systems in the federal service. The Directive requires an
Assistant Deputy Minister (ADM) for each program using the automated decision system to
be responsible for enforcement, monitoring, training, and transparency. The current

timeframe for reviewing the directive is two years.

There are additional soft regulations available for public servants to use, namely, practical
guides and training resources. These include the “Responsible use of artificial intelligence in
government” website'® and the “Guide on the Use of Generative Artificial Intelligence”
resource™. Lastly, the “Progress on Al in Government” timeline™ highlights key milestone
decisions made influencing Al adoption in the public service, such as the launch of the

Directive.

7 Government of Canada, Al Strategy for the Federal Public Service 2025-2027: Full-Text.

8 Government of Canada, “Al Strategy for the Federal Public Service 2025-2027: Full-Text,” 3 March 25.
9 Treasury Board Secretariat of Canada, “Directive on Automated Decision-Making.”

10 Government of Canada, “Responsible Use of Artificial Intelligence in Government.”

11 Government of Canada, “Guide on the Use of Generative Artificial Intelligence.”

12 Government of Canada, “Progress on Al in Government.”
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Usage and Adoption

Widespread usage and adoption of Al tools and technologies across the federal public
service has increased significantly in recent years. To help speed up adoption across
departments, the federal government signed an agreement with Cohere Inc.”, a Canadian Al
company, in August 2025 to identify areas where Al systems could enhance public service
operations™®. On 28 November 2025, the Treasury Board launched the government’s first
publicly-available Al Register, documenting over 400 instances of Al usage within the federal
public service™. According to a new study by KPMG'®, nearly 1 in 2 public servants (48%) use
Al tools for work, with nearly half (49%) indicating that their agencies have either
implemented or plan to implement Al tools".

Public Trust in Al and Government

Public trust is an essential element to fostering long-term positive impacts from government
policymaking, and there are several key elements to public trust in Canada when it comes to
Al usage in federal policymaking.

Low Trust in Al Systems

In a recent KPMG study on the impacts of Al*®, nearly half of all Canadians (45%) believe the
risks of Al outweigh the benefits (compared with 32% globally), with 2 in 5 Canadians
indicating they have directly experienced or observed negative outcomes due to Al, and 68%
who are worried about the impacts of Al on their lives. Other studies show significant public
concerns regarding how Al impacts Canadian politics and democracy. According to
researchers at Toronto Metropolitan University®, two-thirds of all Canadians (67%) reported
they worry about generative Al’s ability to influence election outcomes, with 3 in 5 no longer
fully trusting political news online due to fears over Al-driven misinformation, and more than
half (54%) saying they are unlikely to use chatbots for election or political insights. Top
concerns include: security and privacy (72%), information reliability (68%), and job
displacement (68%).

13 Cohere, “About.”

14 Anja Karadeglija, Ottawa Taps Canadian Tech Firm for Ideas on Using Al in Public Service.

15 Treasury Board of Canada Secretariat, “Canada Launches First Register of Al Uses in Federal Government.”

16 KPMG, “Half of Public Servants Turn to Al, Raising Risks.”

17 KPMG, “Half of Public Servants Turn to Al, Raising Risks.”

18 KPMG, “Study Shows Canada among Least Al Literate Nations.”

19 Toronto Metropolitan University Social Media Lab, “[New Report] The State of Generative Al Use in Canada 2025: Exploring Public
Attitudes and Adoption Trends.”

Al and Democracy 4



Low Al Literacy Levels

A second key factor to public trust is Al literacy and education. A 2025 study by the University
of Melbourne® found that Canadians display low levels of Al literacy and have a limited
awareness of Canadian regulations and policies on Al, suggesting possible communication
challenges between the federal government and the general public. Canada ranks 44th out
of 47 countries on Al literacy, with many Canadians expressing limited knowledge about Al,
and also that they lack confidence in their ability to use these Al tools effectively. While 4 in 5
Canadians (79%) reported they were concerned about the negative outcomes of Al, 92%
expressed they were unaware of any laws that apply to Al in Canada. To safeguard against
these concerns, three-quarters of all Canadians report they want stronger Al regulation from
their government, with nearly 9 in 10 saying there should be laws to prevent the spread of

Al-generated misinformation®’.

Low Trust in Federal Institutions & Decision-Making

Lastly, Canadians display low levels of trust in federal institutions. Statistics Canada’s 2023
survey of public trust in institutions? found that two-thirds of all Canadians reported low
trust in the federal government (68%), findings which were further amplified among younger
demographics. The Organization for Economic Co-operation and Development (OECD) 2024
study?® found that the majority of Canadians reported low or no trust in the federal
government (51%), the civil service (46%), and political parties (66%). However, it should be
noted that trust in the federal government is 10 percentage points stronger in Canada than
the OECD average, and that public trust has improved 4 percentage points since 2021. Trust
in institutions was noticeably lowest amongst certain historically-marginalized demographic

groups: women, low-income, less educated, and younger (18-29 years old) Canadians.

20 KPMG and University of Melbourne, Trust, Attitudes and Use of Artificial Intelligence: A Global Study 2025.

21 KPMG, “Study Shows Canada among Least Al Literate Nations.”

22 Statistics Canada, “Do Canadians Have Confidence in Their Public Institutions?”

23 Organisation for Economic Co-operation and Development (OECD), “OECD Survey on Drivers of Trust in Public Institutions 2024 Results -

Country Notes: Canada.”
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Figure 1: Share of population with high or moderately high trust in different public
institutions, other people and media, 2021 and 2023
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Source: OECD Survey on Drivers of Trust in Public Institutions 2024 Results - Country Notes: Canada

These findings seem to be influenced by Canadians’ perceptions of low government
transparency and accountability. According to our latest research, half of all Canadians (49%)
are dissatisfied with government transparency on how it makes policy decisions, with 4 in 5
Canadians indicating they want to see key evidence used in government decision-making**
Unfortunately, public opinion tends to be overlooked with respect to Al governance and
policy implementation — as highlighted by critics of the government’s recent “30 Day Sprint”
consultation on AI*.

Another factor in public trust is Canadians’ perceptions of the government’s intentions when
making decisions. While a majority of Canadians (57%) believe that the federal government
would be ready to protect lives in case of a major emergency, they are more skeptical of the
government’s willingness to involve its citizens in decision-making processes or act in the
public interest®®. Less than half of all Canadians (46%) expect Parliament to balance the

24 Evidence for Democracy, “Attitudes towards Government Use of Evidence among the Canadian Public.”
25 Tusikov and Haggart, “What the Canadian Government Is Missing on Al.”
26 Organisation for Economic Co-operation and Development (OECD), “OECD Survey on Drivers of Trust in Public Institutions 2024 Results -

Country Notes: Canada.”
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needs of different groups, and 3 in 5 Canadians say that the government does not effectively
involve the public in federal decision-making®’. Canadians also demonstrate a very low belief
in government integrity, with three-quarters of all Canadians (76%) believing that the
government would not refuse a corporation's demand that could be harmful to society as a

whole®,

Overall, given the relatively low levels of public trust in artificial intelligence, government
decision-making, and federal institutions, it is essential that the Government of Canada
seriously consider transparency, privacy, and accountability aspects as it deploys Al systems

across the federal public service.

27 Organisation for Economic Co-operation and Development (OECD), “OECD Survey on Drivers of Trust in Public Institutions 2024 Results -
Country Notes: Canada.”
28 Organisation for Economic Co-operation and Development (OECD), “OECD Survey on Drivers of Trust in Public Institutions 2024 Results -

Country Notes: Canada.”
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PROBLEM RECOGNITION

Bias in Al-Generated Research Outputs

One of the main concerns with rapid Al adoption across the federal government is the
potential for Al systems to introduce bias into decision-making processes. A wide body of

research has long shown that Al systems introduce bias across multiple sectors, including

3132

news media®’, research®, healthcare® *?, and the public service®. Perhaps more

concerningly, researchers have also demonstrated that large language models (LLMs)

introduce bias disproportionately against marginalized, racial, and ethnic minorities® > .

These harms have had real impacts on marginalized Canadians in the past, leading to

discrimination in medical treatment, disqualifying candidates from social service benefits,

and revoking residents’ legal status based on Al-powered facial scans® *** %,

An important case study involves one of the first documented uses of Al in the federal public
service: the introduction of Al facial recognition technologies (FRT) into immigration policy
decisions. Research has long shown that the use of Al technologies in facial scanning
introduces significant bias into security and immigration decisions. Buolamwini and Gebru
identified that facial analysis algorithms exhibit significant racial and gender biases, with
pronounced bias against darker-skinned females, with identification error rates as high as
34.7%". Similarly, Klare et al. identified consistently lower accuracy rates among females and

Black individuals aged 18 to 30 years*. In fact, most available research studies

29 Fang et al., Bias ofAl-generated Content: An Examination of News Produced by Large Language Models.

30 Jain and Jain, Generative Al in Writing Research Papers: A New Type of Algorithmic Bias and Uncertainty in Scholarly Work.

31 Henderson et al., Artificial Intelligence in Canadian Healthcare: Will the Law Protect Us from Algorithmic Bias Resulting in
Discrimination?

32 Cau et al., Addressing Hidden Risks: Systematic Review of Artificial Intelligence Biases across Racial and Ethnic Groups in Cardiovascular
Diseases.

33 Ahrweiler, Participatory Artificial Intelligence in Public Social Services.

34 Christian, Coded Bias: Decoding Racism in Artificial Intelligence Technologies.

35 lloanusi and Chun, Al Impact on Health Equity for Marginalized, Racial, and Ethnic Minorities.

36 Xavier, “Biases within Al: Challenging the Illusion of Neutrality.”

37 Gideon Christian, The New Jim Crow: Unmasking Racial Bias in Al Facial Recognition Technology within the Canadian Immigration
System.

38 Philip Lee-Shanok, “Privacy Advocates Sound Warning on Toronto Police Use of Facial Recognition Technology.”

39 CBC News, “Clearview Al Facial Recognition Worrisome for Black, Indigenous, Racialized Groups, Expert Says.”

40 Kate Schneider, “Use of Controversial Surveillance Technology Demonstrates the Need to Limit Police Power.”

41 Buolamwini and Gebru, Gender Shades: Intersectional Accuracy Disparities in Commercial Gender Classification.

42 Klare et al., Face Recognition Performance: Role of Demographic Information.
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demonstrate that facial recognition software exhibits higher error rates among people of
colour, with the highest rate among Black females. Unfortunately, these biases often lead to
direct negative impacts on the public. For example, Manthorpe and Martin demonstrated
that 81% of persons flagged by live FRT with the London Metropolitan Police Service were

falsely flagged as “suspect”, with the majority of them being people of colour®.

The introduction of these Al technologies in federal departments has also led to serious
concerns with bias and discrimination, particularly in immigration decisions. A 2024 McGill
University study found that current Al-based facial recognition technology used within the
Canadian immigration system introduces racial bias into immigration decisions*. The report
found that biased FRT systems “function as a modern mechanism of racial exclusion, risk
denying Black and racialized immigrants access to refugee protection, and exacerbating

deportation risk”.

As mentioned previously, bias introduced by these technologies have led to real harms for
Canadian residents. In the case of Barre v. Canada (Citizenship and Immigration), the
Minister of Public Safety and Emergency Preparedness successfully lobbied to revoke the
legal refugee status of two Somali women, alleging false identity according to facial scan
results. In the Federal Court decision, the minister was found to have covertly used the
controversial Clearview Al-based FRT* (which incorrectly matched photos of the Somali
women with Kenyan women), and had wrongfully invoked the Privacy Act section 22(2) to
avoid disclosing information on its covert usage®. In Abdulle v. Canada (Citizenship and
Immigration), Immigration, Refugees and Citizenship Canada (IRCC) officers revoked a Somali
woman'’s previously successful refugee claim based on faulty facial scans by Clearview’s Al-
based FRT that incorrectly matched her face to another person of Kenyan nationality in the
immigration database®’. During the investigation, the minister denied using Clearview’s
FRT*, and IRCC actively withheld evidence on its usage. In AB v. Canada (Citizenship and

Immigration), a Black woman from Central Africa was wrongfully stripped of her legal

43 Manthorpe and Martin, 81% of “suspects” Flagged by Met’s Police Facial Recognition Technology Innocent, Independent Report Says.
44 Gideon Christian, The New Jim Crow: Unmasking Racial Bias in Al Facial Recognition Technology within the Canadian Immigration
System.

45 Office of the Privacy Commissioner of Canada, “Joint Investigation of Clearview Al, Inc. by the Office of the Privacy Commissioner of
Canada, the Commission d’accés a I'information Du Québec, the Information and Privacy Commissioner for British Columbia, and the
Information Privacy Commissioner of Albert.”

46 Canadian Immigration Lawyers Association, “Al Facial Recognition Technology in the Canadian Immigration System.”

47 United Nations Refugee Agency, “Abdulle v. Canada (Minister of Employment and Immigration).”

48 Gideon Christian, The New Jim Crow: Unmasking Racial Bias in Al Facial Recognition Technology within the Canadian Immigration

System.
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refugee status by IRCC based on faulty FRT results®. It was found that during her visit to the
Ministry of Transportation of Ontario (MTO), an officer had secretly used FRT to scan her
driver’s license application, incorrectly matched her face with another racialized person, and
discreetly shared this information with IRCC. When the applicant sought to have the MTO

official testify about their covert use of FRT, IRCC successfully opposed the move.

Attempts by the federal government to obscure its usage of Al systems, especially
controversial technologies used to influence immigration, security, healthcare, and social
service decisions, present a serious concern for all Canadians, including the 8.87 million
Canadians who identify as coming from racialized communities®. The consistent efforts by
some departments, including IRCC, to oppose the disclosure of information related to the
use of these technologies is extremely troubling, especially given the weight of evidence that
demonstrates that these technologies disproportionately introduce bias against
marginalized, racial, and gender groups®'. Without rigorous oversight and public
transparency, Al technologies run the risk of perpetuating the same forms of systemic racism

that Canadian society has fought for decades to overcome.

Privacy and Data Sovereignty

A potential concern that Al poses as a data privacy risk (compared with previous
technologies) is the sheer volume of information it consumes and uses. Al systems require
terabytes and sometimes even petabytes of text, images, and video for their training data.
Inevitably, some of that data comes from sensitive sources, including healthcare profiles,
personal data from social media platforms, personal finance information, and biometric
readings from facial recognition scans®. s we will see in our analysis, a third of Al systems
deployed across the public service actively use Canadians’ personal data. With more
sensitive data being used by these technologies, the odds become greater that some of it will
be exposed or deployed in ways that compromise Canadians’ privacy rights. Additionally, Al
systems’ heavy reliance on these datasets makes them highly sensitive to data quality, which
then affects the accuracy, effectiveness, and security of their outputs. Not only is it essential
to protect Canadians’ personal data from misuse, but it is also essential that the data used to
train these Al systems (such as those listed in the Al register) is quality data that is fully
representative of the Canadian population.

49 Supreme Court of Canada, “A.B. v. Minister of Citizenship and Immigration et Al

50 Hou et al., “Changing Demographics of Racialized People in Canada.”

51 Gideon Christian, The New Jim Crow: Unmasking Racial Bias in Al Facial Recognition Technology within the Canadian Immigration

System.

52 Alexandra Jonker, Alice Gomstyn, “Exploring Privacy Issues in the Age of Al.”
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The rapid deployment of largely American-owned and operated Al systems across the federal
public service also presents a concern for our data sovereignty. Today, more than sixty
percent of Canada’s cloud capacity is owned by just three American large-scale cloud service
providers (known as “hyperscalers”): Amazon Web Services (AWS), Microsoft Azure, and
Google Cloud®, with a third of Canada’s 300+ data centres being U.S. owned. Ottawa
currently uses American hyperscaler AWS to house and process the majority of its data®, and
the Department of Innovation, Science and Economic Development (ISED) estimates that it

would take up to three years to switch its computer usage away from AWS>>.

These challenges have become amplified in recent years, particularly as governments across
Canada have increasingly deployed American-owned and operated Al technologies across
their departments. For example, the Ontario public service is currently the most prominent
user of Microsoft’s Copilot in Canada, with over 15,000 civil servants using the Al assistant
each week®. While the federal government has recently made moves to shift towards a
Canadian provider, Cohere Inc.”” to coordinate the deployment of these technologies, there
remain long-term risks associated with relying so heavily on American-owned and operated
Al systems, particularly given the recent threats posed by the U.S. government and American

tech firms towards Canadian sovereignty®>* ®®*,

Lack of Government Transparency

On 28 August 2025, the Newfoundland and Labrador government released its official

education roadmap. Numerous fake sources, citation errors, and questionable policy
recommendations led many critics to suggest the report was created using generative Al%,
prompting the government to publicly remove the report entirely®. Similarly, the Ontario
government sparked controversy on 9 December 2025 with the release of their official report

on intimate partner violence for its inclusion of multiple citation errors and non-existent

53 Gutstein, “How Big Tech Spearheads the US Threat to Canada.”

54 Gutstein, “How Big Tech Spearheads the US Threat to Canada.”

55 Osman, “Documents Reveal Why Ottawa Can’t Stop Using Amazon Web Services.”

56 Callan and D’Mello, “Ontario Public Service Has Highest Copilot Use in Canada, as Ford Government Rolls out Al.”
58 Gutstein, “How Big Tech Spearheads the US Threat to Canada.”

59 Wesley Wark, “Trump’s Terrifying New Security Doctrine Turns Canada into a Target.”

60 Gutstein, “How Big Tech Spearheads the US Threat to Canada.”

61 Michael Karanicolas, “U.S. Social Media Platforms Are a National Security Threat.”

62 Butler, “N.L.’s 10-Year Education Action Plan Cites Sources That Don’t Exist.”

63 Government of Newfoundland and Labrador, “Education Accord NL Final Report.”
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sources, indications which suggested that the report was at least partially written by

generative Al®.

These recent news stories across Canada underline another serious concern: the perceived
lack of transparency in Al usage in government policymaking. One of the oldest documented
cases of Al usage in the federal government is the controversial use of “Chinook” —a
Microsoft Excel-based tool used to process temporary residence applications, which has
historically produced hundreds of self-generated refusal letters to immigration officers®. In
fact, the Canadian public was not made aware that this technology was being used until the
IRCC was forced to publicly disclose its usage, under threat of a joint lawsuit in 2021 issued
by civil society groups and human rights advocates®. More than three years after its covert
deployment, IRCC finally admitted to having used the technology since 2018%’. This culture of
secrecy set by the federal government around Al technology deployment has continued to
permeate today.

According to a recent study by KPMG®, nearly 1 in 2 public servants (48%) use Al tools for
work, with nearly half (49%) indicating that their agencies have either implemented or plan
to implement Al tools. Among these public servants, 7 in 10 report anxiety about Al within
their agency regarding concerns over ethical dilemmas with deepfakes and privacy
challenges. It seems that public servants are also aware of the public’s concerns with Al
usage in government, as the majority of Canadian public servants (85%) believe that
Canadians do not truly understand or have confidence in how the public service will use and
develop Al technologies. The issue of undisclosed Al usage across the public service further
complicates these issues around transparency of Al deployment. Despite the recent launch
of the Al Register, the scale of Al usage and adoption in the federal government is likely well
beyond what has been publicly reported. This phenomenon is known as “Shadow Al” — when
individuals within an institution use Al systems and technologies without official sanction.
Shadow Al” within the federal public service not only obscures the true extent these Al
systems are having on federal policymaking, but also risks harming the Canadian public’s

perceptions of government transparency (or lack thereof)®. “Without a culture of

64 Grant et al., Ontario Government Report on Intimate Partner Violence Partly Al-Generated, NDP Says.

65 Otchengco, “Examining the Role of Chinook in Immigration Decision-Making: Mehrara v. Canada.”

66 Chartier-Edwards et al., “Al Statecraft Heating-up: The Automation of Governance through Canada’s Chinook Case Study.”
67 Lessard, “Al at the Service of Canadian Immigration: Chinook, a Controversial Tool.”

68 KPMG, “Half of Public Servants Turn to Al, Raising Risks.”

69 Puthal et al., “Shadow Al: Cyber Security Implications, Opportunities and Challenges in the Unseen Frontier.”
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transparency and public accountability across federal departments on how they deploy Al
systems, this can ultimately lead to significant harm for members of the public, such as in the
case of Abdulle v. Canada, in which covert usage of Al facial recognition technology by a

public servant led to a Canadian resident being unjustly stripped of their legal refugee status.

Lastly, it is important to recognize the notable environmental implications of Al technology
use, particularly concerning energy consumption and resource use associated with data
centres and machine learning infrastructures’®. We recognize that a complete discussion on
this topic is extensive and lies outside the scope of the current report. Nevertheless, it is
worth mentioning here that the level of transparency on the environmental impacts of Al

technology use can play a role in shaping public trust in federal institutions.

70 Canada School of Public Service, “Unpacking the Environmental Effects of Al (DDN2-A60).”
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ANALYSIS

The launch of the Al register provides a useful snapshot into how over 400 Al tools and
technologies are being used in the federal public service. Our following analysis focuses on

three key areas: development, deployment, and usage of Al systems and technologies.

Deployment Across the Federal Government

Al usage across the federal public service is broad, stretching across a total of 42 agencies
and departments. To get a sense of which sectors were most heavily using Al technologies,
we created a set of nine thematic groups (listed in the Appendices). We found that the
following three sectors had the highest prevalence of Al usage:

« Central agencies, governance and public service management (e.g., TBS)

« Economy, Science, Industry and Innovation (e.g., ESDC, ISED)

« Immigration, borders and security (e.g., CBSA, IRCC)

Figure 2: Total Documented Uses of Al by Sector of Government

International
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Defence
7.8% Economic, Industry
and Innovation
19.7%

Social Policy, Labour,
Health and Culture
14.5%

Transportation
Justice, Regulation and Infrastructure
and Tribunals 6.9%
3.8%
Immigration,
Borders and
Security
Central Agencies, 15.6%

Governance and Public

Service Management Finance, Taxation
25.4% and Consumer
Protection
6.4%

Data Source: Government of Canada Al Register (December 2025)
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Additionally, we looked at the deployment status of Al systems and technologies across the
public service, which revealed that the majority are either “in development” or “in
production” — although it is unclear what specifically differentiates these categories from one
another. It should be noted that 1 in 10 Al systems (9.7%) have an “unknown” deployment
status, indicating that a government agency is using an Al system but has not disclosed what
stage of deployment it has.

Figure 3: Status of Al Systems Used by Federal Government by Category
200

150

100

50

In Development In Production Retired Unknown

Data Source: Government of Canada Al Register (December 2025)
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Developers and Vendors

Out of the 409 documented cases of Al systems listed in the Al register, the vast majority
have been developed either by the government (in-house) or by external vendors (i.e.

private companies).

Figure 4: Original Developer of Al System Used by Federal Government
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Other

Open Source
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Data Source: Government of Canada Al Register (December 2025)

Al and Democracy 16



Among these external vendors, nearly 2 out of every 5 Al tools and technologies are
developed by the big three Al hyperscalers: Microsoft (32.1%), Amazon (3.8%), and Google
(1.9%).

Figure 5: Proportion of Al Technologies Developed by the Big Three Al Hyperscalers, Among
External Vendors

Microsoft
32.1%

Other
62.3%

Amazon
3.8%
Google

1.9%

Data Source: Government of Canada Al Register (December 2025)

Further analysis of these external vendors indicates that the vast majority (69.4%) are

American, followed by Canadian (18.8%) and UK-based companies (4.4%).
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Usage of Al Systems and Tools

When looking at the transparency behind the usage of Al technologies and their impact on
federal decision-making, we created three usage categories for Al technologies deployed
across the federal public service: Automation, Analysis, and Content Creation (see

Appendices).

Figure 6: Number of Al Technologies Deployed Across the Federal Public Service, by

Usage Category
250
200 210
150
100
74
50 50
0
Automation Analysis Content Creation Unknown

Data Source: Government of Canada Al Register (December 2025)

Passive uses of Al technologies were classified under the “Automation” category. In this
category, Al tools were used simply for automated tasks that did not involve active input
from Al advanced technologies (like machine learning or large language models),
manifesting instead as search tools, automation agents, and visualization tools. Examples
include Health Canada’s “Observatory” visualization tool (used to show drug database
product details), and Statistics Canada’s “Al Website Analysis Tool (deployed to scrape
websites and extract text from pdf reports). As such, we found no notable cases of
transparency concerns with the usage of Al technologies in the “Automation” category.
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Al technologies used for “Analysis” purposes included cases where Al technologies were
employed to analyze and evaluate data without actively generating content, which includes
machine learning analytic tools and virtual assistants. Examples from the Al register include
the National Research Council Canada’s “Al tool for analyzing and identifying emergency
technology trends in different scientific fields”, the Department of Fisheries and Oceans’s
(DFO) “Oceanographic Anomaly Detection tool”, and the Canadian Radio-television and
Telecommunications Commission’s (CRTC) “CANchat generative Al chatbot”.

Under this category, we did flag multiple cases where these Al tools raised concerns over
transparency and accountability. Canada Border Services Agency’s “Client Reporting and
Engagement System (CRES)/Reportin” actively uses Al-driven facial recognition technology
(FRT) to scan individual applications and flag potential “threats”. This is particularly
concerning given the wide body of literature demonstrating the bias and harm that FRT
introduces towards racialized communities.

The most active instances of Al usage involved the “Content Creation” category, with 74
documented cases where federal agencies actively use Al tools to create content that either
directly or indirectly informs decision-making structures, including creating Al-generated
videos, developing police reports, and writing official policy briefs.

Some applications have relatively minor impacts on decision-making structures. In nine
cases, Al tools were used to transcribe and translate language consent, such as Public
Services and Procurement Canada’s (PSPC) “GCtranslate” and “DeepL Pro Translation tools”.
These Al-created materials have the potential to indirectly shape federal policies, although
it is difficult to determine to what extent they are doing so.

Other Al tools, such as ISED’s “Radia GenAl Platform” and the Canada School of Public
Service’s (CSPS) “Al-generated videos and voiceovers”, are actively generating a wide range
of created materials, including Al-created text, voiceovers, responses, and videos. While
often not directly impactful on federal decision-making structures, the use of Al to generate
content without rigorous review can lead to mistakes, Al slop, and falsehoods, as
demonstrated in the Government of Newfoundland and Labrador’s latest education action

plan, which was found to contain numerous fake sources and sourcing errors’* . With recent

71 Patrick Butler, “N.L.’s 10-Year Education Action Plan Cites Sources That Don’t Exist.”

Al and Democracy 19



polls showing that 1 in 2 Canadians show low to no trust in the federal government (51%)
and the federal civil service (46%)’?, the use of Al-created images and videos may further
erode public trust in our public institutions.

More concerningly, we found multiple cases where deployed Al technologies actively create
content that directly impacts federal policy decisions. The Royal Canadian Mounted Police’s
(RCMP) “Draft One Al software” transcribes audio material from body-worn cameras and
drafts LLM-generated police reports of incidents for officers. Not only do these types of Al
tools expose Canadian residents to potential privacy violations and racial biases, they are
actively shaping federal policies and decision-making processes within security, border,
immigration, and policing agencies. The Administrative Tribunals Support Service of
Canada’s (ATSSC) “Al Legal Editing” tool prepares legal summaries to public servants, while
Global Affairs Canada’s (GAC) “Al-generated Briefing Notes” tool creates Al-generated policy
documents — opening up the potential for Al to directly shape federal policymaking itself.

Lastly, we found 27 “Unknown” cases of Al technology usage involving examples where the
information provided within the Al register did not identify specifically how the tool was
being used.

Users of Al Systems

The most prevalent users of Al systems and tools documented in the Al register are
overwhelmingly federal public servants, who account for nearly 9 in 10 users of Al systems
deployed across the federal government. Some Al tools developed specifically for public

servants include:

o GAC’s “Situational Awareness” tool proactively monitors information from
traditional news and social media sources, and uses special libraries to score the
news articles as they are ingested

e GAC’s “Document Cracker” is used as a document search and analysis tool to help
officials find information (e.g. identifying pressing issues, tracking country stances
on a key issue, etc.).

« ISED’s “DesignVision” searches millions of existing design applications and

registrations internationally against newly filed designs.

72 Organisation for Economic Co-operation and Development (OECD), “OECD Survey on Drivers of Trust in Public Institutions 2024 Results

- Country Notes: Canada.”
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» ISED’s “Qualitative Analysis of Public Opinion (Pilot)” analyses public opinion
research responses with the goal to reduce political and personal bias.

« ISED’s “Competition Artificial Intelligence Secure System (COMPASS)” generative Al
platform analyses large volumes of information (e.g. legal texts, sensitive
documents, market studies, public consultations), identifies patterns and trends,

and builds searchable databases.

Figure 7: Users of Al Systems Deployed Across Federal Public Service

Both
Government Members of the Public
and the Public o

6 1% / 5.6%

Other
2%

Government Employees
86.3%

Data Source: Government of Canada Al Register (December 2025)
However, many of the high-profile Al technologies are public-facing and designed for the
public, with the goal of boosting transparency with Canadians. Some examples of these
public Al tools used to interact with evidence include:
 Agriculture and Agri-Food Canada’s “AgPal” virtual assistant helps the public
find information about more than 400 federal, provincial, territorial, and

municipal agriculture programs and services.

Al and Democracy
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« IRCC’s “Chatbot to Guide Potential Clients” tool (deployed on the
department’s Facebook page) provides guidance and addresses questions for
IRCC clients looking to make an application.

« Statistics Canada’s “Annual Survey of Manufacturing and Logging (ASML) EQ
chatbot” answers public questions as a virtual assistant.

« DFO’s “Factoid Finder Tool” acts as a search tool for extracting information and
contextually-relevant content from PDFs.

To provide these insights, 3 in 10 Al systems and tools deployed across the federal service
use Canadians’ personal information. There are some significant privacy concerns around
some of the tools used, particularly with IRCC and CBSA, to actively screen and process
confidential, private records — with no clarity on whether Canadians’ personal data is

recorded and/or stored by these Al systems.

Figure 8: Personal Information Usage by Government in its Al Systems

Personal
Data is Used
28.2%

Personal Data
is Not Used
71.8%

Data Source: Government of Canada Al Register (December 2025)
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IRCC’s “Passport Program Facial Recognition System”, CBSA’s “Client Reporting and
Engagement System (CRES)/Reportin”, and Canada Revenue Agency’s (CRA) “Digital Identity
Validation” tool all use Al facial recognition technologies, which research has shown can
introduce racial bias into decision recommendations. The use of these Al systems raises
serious concerns for racialized and vulnerable communities, and it is essential for the federal
government to proactively disclose the datasets that these Al systems are trained on in order

to mitigate potential bias.
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DISCUSSION

Since the 1990s, Al usage in the federal service has evolved from simple automation tools to
large-scale deployments across 42 federal departments and agencies. The “Al Strategy for
the Federal Public Service 2025-2027” and “Directive on Automated Decision-Making” aim to
shape governance and minimize risk, however oversight and disclosure of Al usage remains

inconsistent across the federal public service.

As federal public servants increasingly rely on Al, with more than half reporting they use such
tools daily, public trust continues to decline — whether it concerns Al technologies, federal
institutions, or public servants using Al tools. Bias in Al systems, particularly facial recognition
technologies and large language model outputs, have already significantly impacted
immigration, security, and social services decisions, with a wide body of research showing
that these biases disproportionately harm racialized communities and undermine procedural
fairness in these decisions. The presence of “shadow Al” (i.e. the unauthorized use of Al
systems and tools) across the federal service further obscures the extent to which Al is
actually impacting federal policies, and may worsen public perceptions of government
decision-making in future. It is critical that the federal government address these concerns in
future iterations of the Al register and Al strategy in order to help rebuild public trust, and

foster a culture of transparency across agencies.

Our analysis also revealed that 1 in 5 Al systems documented in the Al Register actively
create Al-generated content that either directly or indirectly impacts federal policy decisions.
While it may seem more efficient to employ Al systems to actively shape official policy
decisions (like the RCMP’s “Draft One” to draft police reports or CBSA’s “Fuzzy Search
(SSAName3)” to flag “high risk” individuals), these cases introduce new concerns with
privacy violations and racial biases, as well as what evidence is used to make these policies,
and how these decisions are made accountable to the Canadian public. Future decisions
need to account for how these factors impact public trust in order to ensure Canadians are
confident in their public institutions, and that the policy decisions they make are fair and

accountable.
Data sovereignty and privacy also remain critical challenges going forward. Nearly half of all

the Al tools documented in the Al register have been developed by external/private vendors,
of which 7 in 10 (69.4%) are American-owned and operated, and a third (32.1%) were
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developed by just three hyperscalers: Microsoft, Amazon and Google. The Government of
Canada’s strong reliance on American-owned and operated technologies, as well as the
heavy dependence on American data infrastructure, does have benefits in terms of acquiring
access to cutting-edge Al systems and technologies — but it also presents significant concerns
for data sovereignty and privacy for Canadians both in the short- and long-term. The federal
government needs to further look at asserting sovereignty over Al systems it deploys, as well

as ensuring safeguards protect Canadians’ personal data and privacy rights.

As Al continues to shape how the government and the public access evidence, trust in
democratic institutions depends on aligning the adoption of core principles of openness,
fairness, and public accountability in future government decisions. Al integration that is
ethical, sovereign, and transparent has the potential to improve both evidence-informed

decision-making and public trust in Canadian democracy.
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RECOMMENDATIONS

To address the concerns raised, we put forward the following policy recommendations:

Create an Independent Regulatory Authority

The Government of Canada should create a single institution with enforcement
powers and a clear mandate to coordinate national digital governance (including
social media and public-facing Al) by launching new online harms legislation. This
Digital Safety Commission would have the authority to:
o Mandate data access.
o Conduct algorithmic audits.
o Enforce compliance through issuing orders, penalties, and corrective action
plans.
o Introduce heightened safety and design standards, including default high-
privacy settings, and child-impact assessments.

Introduce Duty of Care Requirements for Developers

Taking inspiration from the UK’s Online Safety Act, the EU’s Digital Services Act, and
the EU Al Act, the federal government should introduce statutory duty of care
requirements for developers. This would include:
o Mandatory and ongoing risk assessments identifying foreseeable harms
before deployment, and as systems evolve.
o Default settings configured to the highest privacy and safety standards for
users under 18.
o Restrictions on features exploiting developmental vulnerabilities, including

engagement-maximizing personalization, and dependency formation.

Al and Democracy
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Incorporate Al Identification and Origin Disclosure

Canadians have the right to know when they are interacting with content generated
or created by an Al system. The Government of Canada should reintroduce and
amend the Consumer Privacy Protection Act to include:

o Visible labelling.

o Digital watermarking.

o Origin and history of data used (“provenance metadata”).

o Source transparency requirements, including data used to train the Al system

or tool.

Institutionalize Transparency Measures for Researchers and Civil Society

To offset the power imbalance between private platforms and the public, and to
enable researchers and civil society organizations to study the impacts of Al usage
and Al systems, the Government of Canada should empower the Digital Safety
Commission with statutory mechanisms for data access, transparency, and
independent oversight, including the following:

o Mandated data inventories showing Al system inputs and outputs.

o Secure access frameworks for data on social media and public chatbot usage
and algorithmic design, in partnership with an independent observatory or
monitoring body.

o Confidentiality-protected data enclaves designed for public-interest research

5 Enable Data Portability and Right to Deletion
In order to empower citizens to control their own personal data, the Government of
Canada should launch amendments to the Consumer Privacy Protection Act that

include:
Interoperable data standards.

o

User-initiated data mobility rights.

o

Public disclosure of interoperability specifications.

o

Mandated right to deletion for users.

o
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6

Institutionalize Accountability Mechanisms

In order to mitigate the harms Al systems can cause to Canadians, it is essential to
introduce recourse mechanisms to ensure procedural fairness for users, thereby
allowing users to challenge automated decisions, demand explanations for decisions,
and seek solutions. The Government of Canada should amend and reintroduce the
Online Harms Act to include the following:
o The launch of an Al and Digital Safety Ombudsperson, to sit within the
Digital Safety Commission.
o Empower the Al and Digital Safety Ombudsperson to receive user complaints,
investigate concerns, and provide Canadians with additional resources.
o Amend the Consumer Privacy Protection Act to include the mandatory
requirement for human review of consequential automated decisions, and

mandatory public reporting obligations for all departments.

7

Mandate Public Consultation Mechanisms

In order to institutionalize meaningful democratic input into the design, usage, and
oversight of Al systems, the Government of Canada should mandate the following:
o Standing citizens’ assemblies or deliberative panels, composed of
demographically-representative participants.
o Launch structured partnerships between civil society organizations and
academic researchers in order to promote co-governance.
o Regularly-held Advisory Councils, with special focus on youth and Indigenous
stakeholders.
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CONCLUSION

Artificial Intelligence (Al) is rapidly reshaping how governments in Canada gather evidence,
analyze information, and make decisions. While major advancements have come from
widespread Al deployment across the federal service (from automated research synthesis to
predictive modelling), critical concerns have been raised around bias, transparency, and data
sovereignty. While public trust remains low in federal decision-making, there are clear steps
the federal government can take to increase democratic resilience and public accountability.
By ensuring ethical, sovereign, and transparent Al usage across the federal service, we can

strengthen both evidence-informed decision-making and public trust in Canadian democracy.
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APPENDICES

Appendix A - Government Agency Categories for Analysis

# Sector Group Departments

o Agriculture and Agri-Food Canada

« Canada Energy Regulator

o Canadian Grain Commission

e Environment and Climate Change Canada
¢ Fisheries and Oceans Canada

« Natural Resources Canada

Agriculture, Natural
1 | Resources, Environment and
Climate

« Canada School of Public Service
 Library and Archives Canada

 Privy Council Office

e Public Service Commission of Canada

e Public Services and Procurement Canada

Central agencies, governance
2 | and public service

management o Shared Services Canada
« Statistics Canada
o Treasury Board of Canada Secretariat
« Canadian Space Agency
¢ |nnovation, Science and Economic
Development Canada
3 Economy, Science, Industry « National Research Council Canada
and Innovation « Natural Sciences and Engineering Research
Council of Canada
« Social Sciences and Humanities Research
Council of Canada
« Canada Revenue Agency
4 Finance, Taxation and « Financial Consumer Agency of Cana
Consumer Protection « Patented Medicine Prices Review Board

Canada
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# Sector Group

Immigration, Borders and
Security

Departments

» Canada Border Services Agency

« Canadian Air Transport Security Authority

« Correctional Service of Canada

« Immigration, Refugees and Citizenship
Canada

» Royal Canadian Mounted Police

International Affairs and
Defence

« Global Affairs Canada
» National Defence

Justice, Regulation and
Tribunals

o Administrative Tribunals Support Service of
Canada

» Canadian Radio-television and
Telecommunications Commission

o Department of Justice Canada

Social Policy, Labour, Health,
and Culture

» Canadian Heritage

» Employment and Social Development
Canada

« Health Canada

 Indigenous Services Canada

« National Film Board

» Veteran Affairs Canada

Transportation and
Infrastructure

» National Capital Commission

» Transport Canada

« Housing, Infrastructure and Communities
Canada
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Appendix B - List of Government Agency Abbreviations

Administrative Tribunals Support Service of Canada | -

Agriculture and Agri-Food Canada -

Canada Border Services Agency CBSA

Canada Energy Regulator -

Canada Revenue Agency CRA
Canada School of Public Service CSPS
Canadian Air Transport Security Authority CATSA

Canadian Grain Commission =

Canadian Heritage -

Canadian Radio-television and Telecommunications
Commission

Canadian Space Agency CSA

Correctional Service of Canada -

Department of Justice Canada -

Employment and Social Development Canada ESDC

Environment and Climate Change Canada ECCC

Financial Consumer Agency of Canada -

Fisheries and Oceans Canada DFO
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Global Affairs Canada GAC
Health Canada -
Housing, Infrastructure and Communities Canada -
Immigration, Refugees and Citizenship Canada IRCC
Indigenous Services Canada ISC
Innovation, Science and Economic Development

Canada ISED
Library and Archives Canada -
National Capital Commission NCC
National Defence =
National Film Board -
National Research Council Canada NRCC
Natural Resources Canada NRC
(I:I]?ét;rna;dsaciences and Engineering Research Council NSERC
Patented Medicine Prices Review Board Canada -
Privy Council Office -
Public Service Commission of Canada PSCC
Public Services and Procurement Canada PSPC
Royal Canadian Mounted Police RCMP
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Shared Services Canada SSC
Zcf)giz:]z((:ji:nces and Humanities Research Council SSHRC
Statistics Canada -
Transport Canada -
Treasury Board of Canada Secretariat TBS

Veteran Affairs Canada
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	INTRODUCTION
	BACKGROUND AND CONTEXT
	From its first inception during the mid-20th century to now, artificial intelligence (AI) has rapidly transformed our world. Despite its widespread usage, organizations and governments have struggled to define exactly what AI is. The United Nations defines artificial intelligence as a diverse range of technologies that are “self-learning, adaptive systems.”¹. These may be grouped based on technologies (e.g., generative AI), purpose (e.g., facial recognition), function (e.g., language translation) or types of agents (e.g., self-driving cars). As such, AI technologies and tools have been widely implemented across sectors, finding use as translation tools, chatbots, data processors, and more.
	The usage of AI tools and systems in federal decision-making stretches back more than a decade. According to the federal AI register², the earliest documented use of AI was in 1994, when the Canada Border Services Agency (CBSA) first launched a “fuzzy search” software tool to identify high-risk travelers by searching through names across CBSA systems. However, over the years, usage has rapidly evolved from automated processes to more sophisticated AI systems, such as Fisheries and Oceans Canada’s “PSSIScaleAging” tool – which provides over 80,000 detailed salmon scale aging assessments using deep learning models. In 2017, Canada was one of the first countries to publicly announce a comprehensive AI strategy³ to channel AI adoption “across Canada’s economy and society.”⁴ Efforts to champion AI deployment have since been led by Canada’s first-ever Minister of Artificial Intelligence and Digital Innovation, Evan Solomon, who signed a memorandum of understanding with Cohere Inc.  in August 2025 to “explore opportunities to deploy AI technologies across the Government of Canada.”5 As of 28 November 2025, there are over 400 documented cases of AI usage in the federal government, which range from early-stage research to active deployment6.
	AI and Democracy

	Regulation and Oversight
	Broad oversight of the usage of AI technologies across the federal government falls under the jurisdiction of the Treasury Board of Canada Secretariat (TBS). To help guide the implementation of AI technologies across the public service, the federal government launched the AI Strategy for the Federal Public Service 2025-27 (“AI Strategy”) in March 20257. According to the strategy, the goal of AI usage within the federal government is to “streamline or automate routine tasks for public servants”, and to also “increase the public service’s efficiency, effectiveness and productivity” – thereby improving the speed and scale of data and information analysis, and leading to faster, more informed decision making8.
	Implementation progress is measured through multiple elements according to the AI Strategy, including: establishing governance and risk management frameworks, creating a government-wide governance structure responsible for implementing the governance framework, developing a training plan, establishing a public registry of AI usage, developing a framework to track AI adoption, and providing mechanisms for public feedback.
	To manage the risks associated with rapid AI adoption, the Treasury Board of Canada Secretariat launched the Directive on Automated Decision-Making9 (“The Directive”) in 2019, which provides clear responsibilities for each department officer to comply with – regarding automated decision systems in the federal service. The Directive requires an Assistant Deputy Minister (ADM) for each program using the automated decision system to be responsible for enforcement, monitoring, training, and transparency. The current timeframe for reviewing the directive is two years.
	There are additional soft regulations available for public servants to use, namely, practical guides and training resources. These include the “Responsible use of artificial intelligence in government” website10 and the “Guide on the Use of Generative Artificial Intelligence” resource11. Lastly, the “Progress on AI in Government” timeline12 highlights key milestone decisions made influencing AI adoption in the public service, such as the launch of the Directive.
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	Public Trust in AI and Government
	Low Trust in AI Systems
	Low AI Literacy Levels
	Figure 1: Share of population with high or moderately high trust in different public institutions, other people and media, 2021 and 2023


	Source: OECD Survey on Drivers of Trust in Public Institutions 2024 Results - Country Notes: Canada
	needs of different groups, and 3 in 5 Canadians say that the government does not effectively involve the public in federal decision-making27. Canadians also demonstrate a very low belief in government integrity, with three-quarters of all Canadians (76%) believing that the government would not refuse a corporation's demand that could be harmful to society as a whole28.
	Overall, given the relatively low levels of public trust in artificial intelligence, government decision-making, and federal institutions, it is essential that the Government of Canada seriously consider transparency, privacy, and accountability aspects as it deploys AI systems across the federal public service.
	AI and Democracy
	Bias in AI-Generated Research Outputs

	demonstrate that facial recognition software exhibits higher error rates among people of colour, with the highest rate among Black females. Unfortunately, these biases often lead to direct negative impacts on the public. For example, Manthorpe and Martin demonstrated that 81% of persons flagged by live FRT with the London Metropolitan Police Service were falsely flagged as “suspect”, with the majority of them being people of colour43.
	The introduction of these AI technologies in federal departments has also led to serious concerns with bias and discrimination, particularly in immigration decisions. A 2024 McGill University study found that current AI-based facial recognition technology used within the Canadian immigration system introduces racial bias into immigration decisions44. The report found that biased FRT systems “function as a modern mechanism of racial exclusion, risk denying Black and racialized immigrants access to refugee protection, and exacerbating deportation risk”.
	As mentioned previously, bias introduced by these technologies have led to real harms for Canadian residents. In the case of Barre v. Canada (Citizenship and Immigration), the Minister of Public Safety and Emergency Preparedness successfully lobbied to revoke the legal refugee status of two Somali women, alleging false identity according to facial scan results. In the Federal Court decision, the minister was found to have covertly used the controversial Clearview AI-based FRT45 (which incorrectly matched photos of the Somali women with Kenyan women), and had wrongfully invoked the Privacy Act section 22(2) to avoid disclosing information on its covert usage46. In Abdulle v. Canada (Citizenship and Immigration), Immigration, Refugees and Citizenship Canada (IRCC) officers revoked a Somali woman’s previously successful refugee claim based on faulty facial scans by Clearview’s AI-based FRT that incorrectly matched her face to another person of Kenyan nationality in the immigration database47. During the investigation, the minister denied using Clearview’s FRT48, and IRCC actively withheld evidence on its usage. In AB v. Canada (Citizenship and Immigration), a Black woman from Central Africa was wrongfully stripped of her legal
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	sources, indications which suggested that the report was at least partially written by generative AI64.
	These recent news stories across Canada underline another serious concern: the perceived lack of transparency in AI usage in government policymaking.  One of the oldest documented cases of AI usage in the federal government is the controversial use of “Chinook” – a Microsoft Excel-based tool used to process temporary residence applications, which has historically produced hundreds of self-generated refusal letters to immigration officers65. In fact, the Canadian public was not made aware that this technology was being used until the IRCC was forced to publicly disclose its usage, under threat of a joint lawsuit in 2021 issued by civil society groups and human rights advocates66. More than three years after its covert deployment, IRCC finally admitted to having used the technology since 201867. This culture of secrecy set by the federal government around AI technology deployment has continued to permeate today.
	According to a recent study by KPMG68, nearly 1 in 2 public servants (48%) use AI tools for work, with nearly half (49%) indicating that their agencies have either implemented or plan to implement AI tools. Among these public servants, 7 in 10 report anxiety about AI within their agency regarding concerns over ethical dilemmas with deepfakes and privacy challenges. It seems that public servants are also aware of the public’s concerns with AI usage in government, as the majority of Canadian public servants (85%) believe that Canadians do not truly understand or have confidence in how the public service will use and develop AI technologies. The issue of undisclosed AI usage across the public service further complicates these issues around transparency of AI deployment. Despite the recent launch of the AI Register, the scale of AI usage and adoption in the federal government is likely well beyond what has been publicly reported. This phenomenon is known as “Shadow AI” – when individuals within an institution use AI systems and technologies without official sanction. Shadow AI” within the federal public service not only obscures the true extent these AI systems are having on federal policymaking, but also risks harming the Canadian public’s perceptions of government transparency (or lack thereof)69. “Without a culture of
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	transparency and public accountability across federal departments on how they deploy AI systems, this can ultimately lead to significant harm for members of the public, such as in the case of Abdulle v. Canada, in which covert usage of AI facial recognition technology by a public servant led to a Canadian resident being unjustly stripped of their legal refugee status.
	Lastly, it is important to recognize the notable environmental implications of AI technology use, particularly concerning energy consumption and resource use associated with data centres and machine learning infrastructures70. We recognize that a complete discussion on this topic is extensive and lies outside the scope of the current report. Nevertheless, it is worth mentioning here that the level of transparency on the environmental impacts of AI technology use can play a role in shaping public trust in federal institutions.
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	Data Source: Government of Canada AI Register (December 2025)
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	Developers and Vendors

	Data Source: Government of Canada AI Register (December 2025)
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	Usage of AI Systems and Tools

	Data Source: Government of Canada AI Register (December 2025)
	AI technologies used for “Analysis” purposes included cases where AI technologies were employed to analyze and evaluate data without actively generating content, which includes machine learning analytic tools and virtual assistants. Examples from the AI register include the National Research Council Canada’s “AI tool for analyzing and identifying emergency technology trends in different scientific fields”, the Department of Fisheries and Oceans’s (DFO) “Oceanographic Anomaly Detection tool”, and the Canadian Radio-television and Telecommunications Commission’s (CRTC) “CANchat generative AI chatbot”.
	Under this category, we did flag multiple cases where these AI tools raised concerns over transparency and accountability. Canada Border Services Agency’s “Client Reporting and Engagement System (CRES)/ReportIn” actively uses AI-driven facial recognition technology (FRT) to scan individual applications and flag potential “threats”. This is particularly concerning given the wide body of literature demonstrating the bias and harm that FRT introduces towards racialized communities.
	The most active instances of AI usage involved the “Content Creation” category, with 74 documented cases where federal agencies actively use AI tools to create content that either directly or indirectly informs decision-making structures, including creating AI-generated videos, developing police reports, and writing official policy briefs.
	Some applications have relatively minor impacts on decision-making structures. In nine cases, AI tools were used to transcribe and translate language consent, such as Public Services and Procurement Canada’s (PSPC) “GCtranslate” and “DeepL Pro Translation tools”. These AI-created materials have the potential to indirectly shape federal policies, although it is difficult to determine to what extent they are doing so.
	Other AI tools, such as ISED’s “Radia GenAI Platform” and the Canada School of Public Service’s (CSPS) “AI-generated videos and voiceovers”, are actively generating a wide range of created materials, including AI-created text, voiceovers, responses, and videos. While often not directly impactful on federal decision-making structures, the use of AI to generate content without rigorous review can lead to mistakes, AI slop, and falsehoods, as demonstrated in the Government of Newfoundland and Labrador’s latest education action plan, which was found to contain numerous fake sources and sourcing errors71 . With recent
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	IRCC’s “Passport Program Facial Recognition System”, CBSA’s “Client Reporting and Engagement System (CRES)/ReportIn”, and Canada Revenue Agency’s (CRA) “Digital Identity Validation” tool all use AI facial recognition technologies, which research has shown can introduce racial bias into decision recommendations. The use of these AI systems raises serious concerns for racialized and vulnerable communities, and it is essential for the federal government to proactively disclose the datasets that these AI systems are trained on in order to mitigate potential bias.
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	developed by just three hyperscalers: Microsoft, Amazon and Google. The Government of Canada’s strong reliance on American-owned and operated technologies, as well as the heavy dependence on American data infrastructure, does have benefits in terms of acquiring access to cutting-edge AI systems and technologies – but it also presents significant concerns for data sovereignty and privacy for Canadians both in the short- and long-term. The federal government needs to further look at asserting sovereignty over AI systems it deploys, as well as ensuring safeguards protect Canadians’ personal data and privacy rights.
	As AI continues to shape how the government and the public access evidence, trust in democratic institutions depends on aligning the adoption of core principles of openness, fairness, and public accountability in future government decisions. AI integration that is ethical, sovereign, and transparent has the potential to improve both evidence-informed decision-making and public trust in Canadian democracy.
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